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Scope
The present document is the CertificatiBnactice StatementCPSjor the ZETES TSP Qualified CA.

This Certification Practice Statement applies to the issuance of Normalized CertéicdtgQualified Certificates
meeting the requirements dRegulation (EU) No 910/2014.

Intellectual Property Rights

2 A0K2dzi tAYAGAY3I GKS abFff NARIKGA NBASNBSRE O2LRNAIKID
written form, no part of this document or any of its contents may be relueed, copeéd, modified or adapted,
without the prior written consent of the author, unless otherwise indicated for statmhe materials.

Commercial use and distribution of the contents of this document is not allowed without express and prior written
consent of Zees SA.

The following sentence must appear on any copy of this document:

"© 2016 ¢ Zetesc All Rights Reserved"

Document Version History

Version Publication Effective Information about this Version
Date Date

1.3 17/07/2017 21/07/2017 | Additional d¢arifications and information
1.2 17/05/2017 22/05/2017 | Harmonisation CPSCP:

1.1 27/01/2017 31/01/2017 | Update of the CPS in adherence with the Regulation (EU
910/2014 and the relevant related Implementation Decisio
and Standards such as the ETSI standards EN 319 A11---

27/06/2016 29/06/2016 | first publication
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About Zetes SA

Founded in 1984, Zetes is an international group highly specialised in identification and mobility solutions. Our
head office is located in Brussels and our team is made up of more than 1,100 experts spread across 20 countries
in the EMEA region.

ZETES SA s a private enterprise incorporated in Belgium. Zetes SA is active in the areas of identification documents,
travel documents, biometrics and trust services including the issuance of certificates.

ff FdzNIKSNI NBTFSNBy O tarefeli ® ther legaliiebtily Zetes WA uhlkss axpliéitly Stad S
otherwise.

Zetes delivers people authentication solutions to governments, administrative units and public institutions, based
on technologies: biometrics, AFIS and smart cards. Peapieentication is used in the areas of people

registration, mass enrolment, data centralisation and validation, secure document production and electronic
voting.

Zetes is registered as follows:

Dutch language French language English language
Zetes NV Zetes SA Zetes SA
Straatsburgstraat 3 Rue de Strasbourg 3 Rue de Strasbourg 3
1130 Brussel 1130 Bruxelles 1130 Brussels
Belgié Belgique Belgium

BTW BE 0408 425 626 TVA BE 0408 425 626 VAT BB408 425 626

Under Belgiamaw, NV (DutchNaamloze Vennootschap) and $AefichSociété Anonymare equivalent terms.

About ZETES T®Rsiness unit

In2016,Zetes Trust Services ProvidBETES TpWas established as an operational business unit within Zetes SA
to provide certificate servicesnd trust services for governments, the financial sector and private organisations.

ZETES T®Perates its own PKI infrastructure and acts dsustService ProvideMSh as defined ithe Regulation
(EU) No 910/2014 oHectronicldentification andTrust Services folHectronicTransactions in thénternalMarket
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1.1 Overview

The ZETES TSP Qualified CA issues Qualified Certificates and Normalized Certificates to natural persons.

Conformity with European legislation and standards for Trust Bee Providers issuing certificates

The present CPS document states the practices to iQuadified Certificateand Normalized Certificates to
natural personsin accordancewith the requirements laid down in the RegulatiggU) N0910/2014 of the
European Parliament and of the Council on electronic identification and trust services for electronic transactions
in the internal market.

Also, this CPS conforms to the requirements laid down in ETSI EN 39 4dilt 2 £ A O&  luiyeRents 810 dzNR G &
¢CNHzZG { SNBPWAOS t NPOARSNE A&daddziy 3andETRIENTIAOMIT &4 2t A OBD |
Security Requirements for Trust Service Providersrigsoertificates; Part 2: Requirements for trust service
providers issuing Qlified Certificates ¢ KaBphicable.

The provision and use of (Qualified) Certificates issued by ZETE®RIAIBEd CAare governed by the following
documents:

1 the presentZETES T&RrtificationPractice StatemenfCPS),
1 therelevantZETES TSP CertificRtdicieg CP),
1 therelevantZETES T&Rrtificate Termsnd Conditions (CTC).

Every certificate issued by the ZETES TSP Qualified CA sanGerificate Policy OID corresponding to the
assurance level of that Certificate as si@itn the applicable ZETES TSP (Qualified) CA Certificate IPoiay be
complementedby an OID identifyings domain of issuance and authorised Subscriber

Conformity with RFC 3647

This CPS conforms to the Internet Engineering Task Force (IETF) RFan@8Adrkandtemplatefor Certificate

Policy and CertificatioRractice Statementonstruction. It contains information pertaining to the CA practices,
including amongst other, thek®? (CA and related components) certificate profiles, applicability and management
lifecycles. Theen§y G AGASa OSNIAFAOIGSAQ LINRPTAESAZ | LILX AOFOGATL A
related Certificate Policies

Non-disclosure

For reasonf confidentiality, ZETES cannot disclose all details on controls in this CPS, but instead included
references to internal detailed documents. These documents will only be made available to duly authorised
parties

Section 3.6 of the RFC 3647 and claugeobthe ETSI EN 319 42 &llow for the use of references tdistinguish
disclosures between public information and security sensitive confidential information.
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1.2 Document name and identification
¢tKA& R2O0dzYSy i ~NaRualifiddCAS BertificKtiSnPracic® Statémemd ®

TheuniqueOID for this CertificatioRractice Statemens:

dotted notation | 1.3.6.1.4.1.47718.2.1.1.2

full notation {iso(1) identifiedorganizatiorf3) dod(6) internet(1) private(4) enterprise(1l) zetes(47748pstsp(2)
cs(1) cert practicstatement(1) qca(2) }

1.3 PKI participants

In the context of issuingQualified Certificates, ZETHSPs acting as the Certification Service Provi(egPR)
ZETE$SHas final and overall responsibility for the preiein of the ZETEQualified)Certificates offering, namely:

9 the provision service for th8ecure Cryptographic Devjce

1 the personalisation and delivery service for thecure Cryptographic Devjce

1 the Certificate generation services through the ZET&E ertification Authority,

1 the Registration Management Serviddsough the ZETEESFRegistration Authority networkf subordinate
and local RAs

1 the Suspension andRevocation Management Servicdsough the ZETES TSP Suspension and Revocation
Authority network of subordinate and local SRAs

1 the Revocation Status Information Service (providicggtificate validity status informationthrough
publication of Certificate Revocation Lists and/or through OCSP sgrvices

1 the DisseminatiorServices.

ZETES T&Ponly oneof severalPKIparticipants The PKI participants are all the legal entities who are involved in
any of the processes and activitiesaBETES T@R a CS&nd/or who are impacted by the use of certificates issued
by ZETES T&kting as a CSRIl participants adhere to or are bound by tBertificaton Practice Statements and
CertificatePolicies that are maintained IBETES TSP

PKI participants ardefined as follows

Subscribers An aganisation that enters into a contractual
agreement withZETES T®R behalf ofSubjecs

Subjects Natural persons whose identity or identifier
encoded in the end user certificate issued dAA
Subject adheres to a Subscriber.

Relying Parties Parties who rely on thealidity of the certificate issuk
by the CAe.g.for authentication or for validation of &
transaction or document

CA- Certification Authoriy The entityissuingcertificates toSubjecs on request of
the RA
CSR Certificate Service Provider Theentity that has final and overall responsibility f

the provision of the (Qualified) Certificates.

RA- Registration Authority The entity representing the overalbrganisation of
registration authority bodiesThe RAas supervising

1.3 © 2016¢ Zetesc All Rights Reserved p.9
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authority over the GRA, SUBRA and L|RA
authenticates registratioftertificate requests from
the SUBRA

GRA- Central Registration Authorities

The centralinfrastructure hosted by ZETES TSR
handles the registration and vetting of certificat
requests received from theSUBRAs. The RA
coordinatesthe certificate creation procesisetween
the Secure Cryptographic Devicard personalisation
servicesfor Secure Cryptographic Devi&€ards and
the CA

SUBRA- Subordinate Registration Authorities

The authority for the egistration and vetting of
Subjecs and certificate requestsfor a specific
Subscriber or group of Subscriberfte SUBRA is
usually associated with or part of the Subscriber.

L-RA- Local Registration Authorities

A local representative of theSUBRA The ERA
performs the frontoffice registrationtasksand first-
line vetting of Subjecs.

SRA: Suspension and Revocation Authority

The entity representing the overall organisation
suspensionand revocation authority bodies. He
supervising authority over the-8RA, SUBRAS and-L
SRAs, authenticates suspend/revdoat requests
from the SUBSRAs.

GSRA: Central Suspension and Revocation Author

The central infrastructure afETES T$& processing
suspension and revocation requestand for
disseminaton of certificate status information.

SUBSRA- Subordinate Suspension and Revocat
Authority

The authority for the registration or initiation o
suspension and revocation requests for specific
Subscriber or group of Subscribers. The -SBR. is
usually associated with or part of the Subscriber.

L-SRA- LocalSuspension and Revocation Authority

A local representative of the SLERA, who perform
the front-office request procedure and witg
procedure for aSubject requesting suspension @
revoation of the{ dzo 2 G:fificadex

Publication and Repository Services

Online publication of documents such as Certific
Practice Statements, Certificate Policid$SP terms
and conditionscertificate validation data such as ro
certificates, certificate revation lists, etc.

Secure Cryptographic Devied’rovisioning Services

ZETES TSP responsible for supplyinthe Secure
Cryptographic Device

13
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Secure Cryptographic DevicePersonalisationand | The RrsonalisationServicesinclude a.o.the process
DeliveryServices of printing the card bodyf the QSCD encoding the|
chip and generating the cryptographic keys on |
chip, printing the PIN/PUK letter, etc.

The Card Delivery Seices include the process of
distributing the QSCDand PIN/PUK letters to th
Subijectseither directly or indirectly via distributior
points.

This CPS covers the following combination of roles agdriasationof PKI participants:

1 The role of Registration Authority and the role of Suspension & Revocation Authority are combined.

1 Any further references to Registration Authority entities in the CPS and irethied CBimplicitly refer
to the equivalent Suspension & Revocation Auityoentities.

1 The Subordinate RA and Local RA always belong to or depend on the Subscriber

This is illustrated by the following diagram:

iﬁi‘ SUBJECTS ’Ri-‘ | “ I u”i‘

REGISTRATION

— ‘“-\ > . Local
: Registration
] Authority

Subordinate ‘

SUBSCRIBER <

Registration Authority

REQUEST

Card and Certificates)

Central ] :
PUBLICATION Registration 1

-CPSand CP -
C ae Status Infor mation AUthOFlW

f:-

-Cer

CERTIFICATE STATUS VAL IDATION SERVICE . l

H 2
Secure
Cryptographic e

Certification

Authority Device Services
e l ' e
,e .
Publication and PKI Management
Repository Authority
Services

1

Figurel Diagram of the PKI participants
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1.3.1 Certification Authorities (CA)

Chsareresponsible for:

1 Issuingcertificates;

1 Revoking certificates;

1 Issuing CRLs (Certificate Revocation List) on a regulaiobagien a certificatestatus changeccurs;
1 Providing OCSP (dine Certificate Status Protocol) services

ZETE$SPoperates &-levelCAhierarchyfor issiingNormalized Certificates arf@ualified Certificates t&ubjecs.

[TSP]=1.3.6.14.1477182

ZETES TSP Root CA 001
CPSOID=[TSPL.LL1

Certificate Polides OID branch [TSP.1.2.1

ZETES TSP Qualified CA 001

CPSOID=[TSPL.1.1.2

Certificate Polides OID branch [TSPL.1.2.2

NCP+ for Natural Persons
i for ication and other

purposes

‘QCP-n for Natural Persons
‘Qualified certificate for Advanced Electronic
Signature

QCP-n-gscd for Natural Persons
Qualified certificate for Qualified Electronic Signature

Figure2 CAsand certificates

1.3.2 Registration AuthorityRA)
1.3.2.1 Overview

The Registration Authority is the entitlyat isresponsible for:

1 Authenticating andvetting certificaterequestsand revocation requests;

1 Applyingthe naming conventions defined within this document when creating new entities, so that each
entity is uniquely and unambiguously identified;

1 Requesting the&CAs to produce the certificates for approved certificate application requests;

Requesting the CAs to revoke the certificates for approved revocation application requests;

f Creating and maintaining an audiigof £ f aA 3y A FAOF y i Sublihynialthe\aBdve (i SR
mentioned responsibilities;

1 Providing selective accessttee auditlog as specified in this document;

1 Implementing other operational controls as specified in this document;

==
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1 Ensuring that the information that it stores and processebkandled in a manner that is consistent both
with the policies and procedures defined in this document and with the ZETES security's regulations.

The RA is organised as a mtiltr organisation The operational tasks of the RA are performed by thetr@en
Registration Authority, one or more Subordinate Registration Authorities and their Local Registration Authorities.
The RA alsimcludes a supervisory body smpervise and adit the various other constitug parts of the RA.

This is illstrated below

RA
supervisors
CENTRAL
A RA
A\ 4 Y
Y
REGISTRATION
supervis :. suB . - . : - AUTHORITY
o . RA
supervises de EgIESTO N
supervises
\
h 4 h 4

| LOCAL LOCAL |, -~
RA network of local RAs RA

Figure3 Registration Authority entities

1.3.2.2 CentralRegistration AuthorityGRA)

The Central RAis the organisational structure and the infrastructure wittiETES T3PRat is tasked with the
following duties:

1 processcertificate request®riginating fromSulordinate RAs
9 authenticate and validate th@ubordinate RAand thecertificaterequestitself
9 act upon the result of tis validation andif approved,
0 select the appropriate Certificate Profile
interact with the cardpersonalisation process for key generation
submita certificaterequest to the appropriate CA
retrieve the certificate from the CA
interact with the card personalisation process for encoding the certificate

O O O O

Theinfrastructure for theCentral RA islosely integrated with the Card Personalisation and Delivery Service

1.3 © 2016¢ Zetesc All Rights Reserved p.13



Zetes TSP Qualified CA
CERTIFICATION PREETSTATEMENT

1 certificate requests are implicitly part of card personalisation requests
a request for a card can lead to more than one certificate request
1 the vetting process for acard personalisatin request implitly covers the vetting process for the
associatecertificate requests
1 the RA s integnad with the card personalisation / chip encoding process
o the Subjecfkeys are generateih the embeddedchipof the Secure Cryptographic Devigard)
o the interaction with the CA for obtaining the certificate(s) for a card is coordinated with the
sequence of the card personalisation process

=

The Central Registration Authority (Central RA) interacts with the CA to:

1 Send certificate creation requests;
Retrieve the certificates issued by the CA;
Send certificate revocation requests;
Retrieve CRLssiged by the CA

= =4 =4

The Central RA does noténact directly with a Local RAhe Central RA does not interact directly witBubject

1.3.2.3 Subordinate RegistratioAuthorities (SUERA)

A Subordinate Registration Authorityais entity which is tasked with the organisation and the coordination of the
registration process for a specific groupSafbjecs.

A Subordinate RA delegates the actual registration processtofal persons to one or more Local Registration
Authorities.

The tasks, responsibilitiesd identity of the SUHRAare defined in theCertificate Policy.
The role ofSubordinge RA can be performed by various partsesh as:

1 ZETES TSP
1 the Subscriber
1 an authorizedthird party
In most cases, the Subscriber also assumes the role of Subordinate RA (see description of the Subscriber role).

1.3.2.4 Local Registration Authorities-RA)

The Local RA is theganisatiorthat is responsible fothe actualregistration of theSubjectfor who the certificates
are intended. The registration process depends on the requirements laid dotlue @ertificate Policy.

The Local RA cdue part ofthe same legal entity as the Subordinate RA or caa therd party which is marated
by a Subordinate RA to regist8ubjecs on its behalf.

Thetasks, responsibilitieand identity of the ERAare defined in theCertificate Policy.
The role of Local RA can be performed by various parties:

T ZETES TSP

I the Qubscriber

1 the Subordinate RA

1 an authorizedthird party

1.3 © 2016¢ Zetesc All Rights Reserved p.14
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1.3.3 Subscriberaind Subjects
1.3.3.1 Subscribers (@anisatiors)

Subscribers arerganisatiors who enter into a contractuahgreementwith Zetes for the purpose of issuing
certificates toSubjecs. A Subscriber must have a contractual agreatnmembership agreement or some form
of legalauthority overthe Subjecs it represents.

Subscribers may request issuansaspension, necation or renewal of enebntity certificates forSubjecs under
their care as definedby the contractualor legalrelationship betweerfubscriber and &bject. The terms of this
relationshipcan bereflected in thecorresponding Subscriber Agreement

TheSubscribBld NRf Sa | yR NBalLRyaroAtAiide NB RSGFEATSR Ay

1.3.3.2 Subjectsifatural persons)

Subjectsare natural pasons such as members, emploge@articipants stakeholders, subordinatesustomers,
etc. who are represented by the Subscriber.

The{ dzo 2500 Qa NRtS&a IyR NBaLRyaAoAtAGe FNBE RSOGIFIAESR Ay

1.3.4 Relying parties

The Relying Partiesathosepartieswho are relying on a ZETE3ualified)Certificatefor validating the identity
of the Subject and a particular purpose or context as is indicated in the cedsifiRalying Partiegclude other
PKI participants or third parties.

1.3.5 Other marticipants

1.3.5.1 Secure Cryptographic DeviPeovisioning Services

TheSecure Cryptographic Deviceequired to contain the private key correspondinigh the certified public key
are provided by ZETES.

The creation of the key pailis performed by and undeopntrol of ZETES part of theSecure Cryptographic Device
personalisation process.

The private key is generated in t&&cure Cryptographic Deviaad cannot be exported in clear text forl@ome
Secure Cryptographic Devicgrovide additional controlsot prevent use of the private key before ti&ecure
Cryptographic Devicer a specific key pair on th®ecure Cryptographic Devibave been explicitly accepted by
the Subject. See also chapt®&R.1and chapter6.2.8to 6.2.9 for relaed topics.

For Qualified Certificates, the Secure Cryptographic Device @smpth the conditions defined irCommission
Implementing Decision (EU) 2016/650 of 25 April 2016 laying down standards for the security assessment of
qualified signature and séareation device$QSCDjpursuant to Articles 30(3) and 39(2) of Regulation (EU) No
910/2014 ZETEShall monitorthe SCD certification statuss Qualified SCIntil the expiration of the lasQualified
Certificate which was issued in conjunction with d&ualified SCD

ZETES will establish the necessary arrangements with the manufacturer or supplier of the QSCD to remain
informed about any issues that might be relevant to the use or suitability of the QSCD.

If the certification of a Qualified SCD ishdtawn or for any other reason ZETES deems appropriaieTES will

take appropriate measures, taking into consideration security risks, liabilities and the consequences for the
Subjects and Relying Parties. In such case, ZETES reserves the right tdeedaatdivate, recall and/or destroy

the affected devices and/or to revoke the affected certificates.such eventZETES will notifthe Belgian
Supervisry Body, the Subscribers anthe Subjectsaccordingly
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1.3.5.2 Disseminatiorand Repository Services

ZETES is operating the Dissemination Services (publication of Certifleaditiite StatementCertificate Policy,
TSP terms and condition€A certificats, certificate revocation listand oher related, public documents).

Thisservicealso provides a@ss topreviousversions of these documents (CertificatiGtractice Statement
Certificate PolicyTSP terms and conditions

Access to CRLs, CA CertificatedOCSleertificate statusvalidation servicesmade available to aRelying Parties
without restrictions.

The Dissemination and Repository Services are provided as described in s2afamme present Certification
Practice Statement

1.3.5.3 RevocatiorManagementServicesand RevocatiorStatusinformation Services

ZETEJ SPis operating the Revocation Management Services and the Revocation Status Information Services
(which provide Certificate validity status information) with regards to the ZEQ&&fied) Certificates that are
ruled by the ZETES Qualifigkrtificate$ Certificate Policy.

Revocation of a Certificate can be requested by the Subschlgeghe Subjecto which the Certificate is issued, as
well as by ZETESSPIn its role asCertification Service Provider as ruled by the presentif@ation Practice
Statement

1.3.6 ZETES T$BlicyManagemat Authority (PMA)

The PMA has overall responsibility for thi@FServicesThe PMA includes senior members of management as well
as staffresponsible for the operational management of the ZETES TSP PKI environment.

The PMA is the higlkevel management body with final authority and responsibility for:

(a) Specifying and approving the PKI infrastructure and practices.

(b) Approving the CertificatiorPractice Statementind the related certificate policies, as well as other
declarations of practices and policies for otAe8Pservices when applicable (e.g. time stamphrgctice
Statementand policies).

(c) Defining the review process for, including responsibilities for maintaining, the CertificRtiactice
Statementand the related certificate policies, as well as other declarations of practices and policies for
other PKI services when applicable (e.getistampingPractice Statemerand policies).

(d) Defining the review process that ensures that applicable certificate policies, and other relevant policies
when applicable, are supported by tigactice Statemeifs).

(e) Defining the review process that ensurestlthe PKI authorities, including certification authorities (CAs)
and other authorities when applicable (e.g. time stamping authorigi@SAs), as well as all component
service of the PKI, properly implements the applicable practices, policies and presedu

(H When applicable, authorising part or all component service of the PKI to be provided and/or operated by
third parties and the applicable terms and conditions.

(g) Publication to theSubscribes andRelying Partiesf the relevant declaration of practicesd of policies.

(h) Continually and effectively managing PKI related risks. This includes a responsibility to periodically re
evaluate risks to ensure that the controls that have been defined remain appropriate, and a responsibility
to periodically review tk controls as implemented, to ensure that they continue to be effective.

(i) Specifying crossertification or mutual recognition procedures and handling related requests.
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() Defining internal and external auditing processes with the aim to ensure the propeerimepkation of
the applicable practices, policies and procedures.

(k) Initiating and supervising internal and external audits.

() Executing the audit recommendations.

(m) Undertaking any action it considers necessary to ensure the proper execution of the above fareas o
responsibility.

(n) Defining the scope of the PKI related service offering, among others by:

1) Defining the certificate classes to be supported by the PKI;
2) Defining the PKI related entities that will be registered by or under the responsibility of the RA.
3) Defning the needs for policies that are to be followed for each of the certificate classes;

(o) Ensuring that practices for each of the above mentioned entities are defined and implemented in a
manner that is consistent with this document;

(p) Mediating in disputesnivolvingSubscribes and/or entities that have been registered by the RA and the
entities that have been implemented by or under the responsibility ofGis

(g) Initiating when appropriate highly sensitive PKI operations such as CA root key revocatiemewelror
termination of the PKI service.

1.4 Certificate usage

1.4.1 Appropriate certificate uses

The appropriate certificate usage is descrilithe Certificate Policgnd (where applicablejhe Certificate Terms
and Conditiondor the certificate.

1.4.2 Prohibitedcertificate uses

Any usage of a ceficate other than the usagexplicitly allowedin the relevantCPand (where applicable) the
Certificate Terms and Conditigris prohibited.

1.5 Policy administration

1.5.1 Organisationadministering the document
The presat document is administered by theETES T#Blicy Management Authority (PMA).

1.5.2 Contact person

All questions and comments regarding the present document should be addressed to the representative of the
Policy Management Authority (PMA):

Contact address: pma@tsp.zetes.com

Postal address: Straatsburgstraat 3 3, rue de Strasbourg
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1130 HAREN 1130 HAREN
BELGIE BELGIQUE
Telephone: 00322728 37 11
Web site: http://tsp.zetes.com

1.5.3 Person determining CPS suitabifiby the policy

The PMA determines the present docum@suitability for the ZETERSP certification services

1.5.4 CPS approval procedures

The PMA is responsible for the approval of the GR8.existing ZETES Change Control mechanism will be used to
trace all identified changes to the content of this CertificatRnactice Statement

This CertificatiorPractice Statemenshall be reviewed in its entirety every year or when mabangesare
implemented.

Errors, updates, or suggested changes to this Certific&trantice Statemerghall be communicated to the Policy
Management Authority.

1.6 Definitions and acronyms

1.6.1 Acronyms

ARL Authority Revocation List

CA Certificate Authority

CP Certificate Policy

CPS CertificationPractice Statement
CRL Certificate Revocation List
CsP Certification Service Provider
DN Distinguished Name

CTC Certificate Termand Conditions
HSM Hardware Security Module
LRA Local Registration Authority
OCSP Online Certificate Status Protocol
OID Object Identifier

PKI Public Key Infrastructure

PMA Policy Management Authority
RA Registration Authority
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1.6.2 Defintions

Activation Data Data values other than whole private keys that are required to operate private |
or cryptographic modules containing private keys, such as a PIN, passphra
portions of a private key used in a keplitting scheme. Protection of activation dat
prevents unauthorised use of the private key.

Certificate A unit of information contained in a file that is digitally signed by the Certifica
Authority. It contains, at a minimum, the issuer, a public key, and a set of inform:
that identifies the efity that holds the private key corresponding to the public ke)

Certificate Revocation List A signed list of identifiers of Certificates that have been revoked. Abbreviated as
It is (periodically)ymade available by the CA to Subscribers and Relying Parties.

Hardware Security Module (HSM) Hardware Security Module. An electronic device offering secure key pair gener
and storage, and implementing cryptographic operations using the stored kesy p

Normalized Certificate A Certificate issued under the policgnd securityrequirements forTSPs issuing
certificates aslefined in ETEN 319 41¢ Part 1, whereby the certification authority
may support the same level of quality as for issuiQualified @rtificates, but
"normalized" for wider applicability and for ease of alignment. Btendard is

applicable to the general requirements of certification in support of cryptograr
mechanisms, including the general use of cryptography for aditesion and

encryption.

Qualified Certificate A Certificate which meets the requirements laid down Regulation(EYJ No
910/2014and Annex | thereofand is provided by Qualified TrusService Provider
who fulfils the requirements laid down the Regulation

The Regulatiomlistinguishesbetween Qualified Certificates for different purpose
electronic signature, electronic seats,websiteauthentication.In the context of this
Certification Practice Statemenhe term Qualified Certificate will only reference ti
aljdzr f AFASR OSNIATAOIFIGSa F2NJ St SOGNE

Relying party In the context of thiCertificationPractice StatementRelying Parties are as define
in section1.3.4

Secure Cryptographic Device The Secure Cryptographic Devices may come in different form such as e.gl e
size smartcard, a SH\ize smartcard or a USkvice (similar in shape to a US
memory stick), etc.

The Secure Cryptographic Device provides some or all of the following function

1 generating electronic signatures over previously externally calcule
hash values,

generating keys inside the device

importing keys into the device

the device is able to protect the secrecy of the stored private key,

the device restricts the usage of the key to the authoriseaheronly by

means of a PIN code or an equivalent authentication mechanism suc
biometric Mach on Card

For the purpose of a Qualified Electronic Signature (QES) with a certificate
adheres to the policy [QGfgscd], the Secure Cryptographic Device complies v
the following requirements for a Qualified Signature Creation Device (QSC
specified in Regulation (EU) No 910/2014Electronic Identification and Trus
Services for Electronic Transactions in the Internal Market and Repealing Dirt
1999/93/EC (elDAS):

= =4 —a —a

1 The Secure Cryptographic Device complies with the conditions defint
Gommission Implementing Decision (EU) 2016/650 of 25 April 2016 le
down standards for the security assessment of qualified signature and
creation devices pursuant to Articles 30(3) and 39(2) of Regulation
No 910/2014.

1  Specifically, the Secur&ryptographic Device has passed secul
certification in compliance with ETSI EN 419220131 Protection
profiles for secure signature creation devicePart 2: Device with key
generation and ETSI EN 41921120131 Protection profiles for secure
sigrature creation devicet Part 4: Extension for device with ke
generation and trusted channel to certificate generation application.
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Subscriber In the context of thiCertification Practice Statemenhe Subscribers are as define
in section1.3.3.1
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2.1 Repositories

ZETE3SPoperatesservice24/7 for the publication of information for Subscribes, Subjecs andRelying Parties

The CA certifates and certificate status information is made available in formats and through protocols that
supportautomated certificate vatiation by standarecompliant software applications.

The same information is also available for manual download frol@ BEFEESSRveb site. Supporting information
such & the various (versions €ertificatePractice Statemermdocuments, Certifiate Policy documentstc. are
also availabldéor downloadfrom the same web site.

The complete overview of online repositories amhdces is as follows:

http://tsp.zetes.com This URkefersto the welcome page of the web site fAETES TSP
https://tsp.zetes.com This web site provides
1 general informationabout Zetes SAmal the ZETES T®Rsiness
unit

1 announcementa&nd notifications

I a section with technical support and documentatiorand
software downloaddor users of the cards and/or certificate
that are issued by ETES TSP

1 a section withuser friendly web page®r downloadng
documentssuch as the terms and conditions, certificate
policies, etc.

1 a section withuser friendly web pages for downloading (
certificaes andcertificate revocation list§the URLs for thse
download pages areslied further down in this table)

i acontact page

https://repository.tsp.zetes.com | TheseURL refer to the pagdor downloading documentsuch as the

https://pds.tsp.zetes.com 1 CPS CertificatePractice Statemeist
1 CP-Certificate Policies,

1 PDS PKI Disclosure Statements

1 etc.

http://crt.tsp.zetes.com This URL refers to

1. awebpagefor manual interactive download of CA certificates
2. aserver for automated direct download of CA certificates

(the direct download link is encoded in the certificates)
http://crl.tsp.zetes.com This URL refers to

1. awebpagefor manual interactive download of ARL and CRL|
2. aserver for automated direct download of ARL and CRL
(the direct download link is encoded in the certificates)

http://ocsp.tsp.zetes.com This URL refets the OCSRervice for immediate online certificate staty
checks.The OCSP service is synchronised with the latest CRL to p
answers and checks the expiration before the revocation.
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2.2 Publication of certification information

Availability

Availability of the document repository and the combined CRL repository is designed to exda¥éd9d8usiness
hours- defined as 24 hours per day, seven days per week, exgjydanned maintenance periods.

Planned maintenance periods will be announcechttp://tsp.zetes.comat least 24 hours in advance.

In case of unavailability due to an act of Gtadlure of infrastruture outside the control cZETES T®Pany other
reason,ZETE$SRshall make best endoursto reinstate availaility of the service within 5 working days.

Publication ofSubject Subscribercertificates ina repository

See applicable CP.

Publication of CAertificates in a repository
ZETES T9RBblishes its CA certificatésa public certificate repositorghttp://crt.tsp.zetes.com).

These certificates can be downloaded manually by or automatically by software applications. The fingerprint
information for these certificatess statedin the CertificatiorPractice Statemerdocumentfor the CA.

Relying parties who wish tealidate these valuedefore installing the CA certificatesan obtain ouof-band
confirmationwithin 3 working daysia

info@tsp.zees.com

Certificate Statudnformation

For nore information seesection4.10and the applicable &tificate Policy.

2.3 Time or frequency of publication

Publication of CAertificates in a epository

New CA Certificates are published in the repository before-@mtiy certificates emanating from these CAs are
made available to the Subjects.
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Certificate Status Information

The CRLs or delaRL%re renewed beforghe CRlor deltaCRL is about to expignd may beenewed when
certificates have been revoke€RLs and dek@RLswill be available for download withi20 minutes after
creation.

The CRL is created either every 24 hours. A d&Ra is created ever hour

CRE are updated until all certificates thatere issued by the respective CA key have expired.

Publication of terms and conditions, CSP, etc.

Updates to the Certificate Policy, CertificatiGmactice Statemenbr other public documents are published
whenewer a change occurs, ensuring a period of minimwuo (2) days between the publication date and the
effective date (see section 9.12).

2.4 Access controls on repositories

Only authorized staff and internal systems ZETES TSRve access rights to update, delete or create new
resources inthese repositories.

SubscribersSubjecs andRelying Partiebave readonly access via the internet to all the repositories mentioned
in section2.1

ZETES TSR take reasonable measures to protect and prevent against abuse of the repositories and the OCSP
service and will strive to give all parties equal and unhindered access.
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3.1 Naming

3.1.1 Types of names
Endentities certificates bear Distinguisti Name (DN) as defined ihe applicableCertificate Policies.
TheDN for theZETES T&Ralified CAcertificateis:

CN= ZETEHSRQUALIFIED @81

SN=001

O= ZETESA(VATBED408425626)

C=BE

In the above001isthe 3-digit serial numbeassigned by the RA as part of the namehaf CAentity. This serial
number should noto be confused with the certificate seriaimber, which is automatically generated.

3.1.2 Need fornames to be meaningful

Names are meaningful. Refer to clause 3.1.1.

3.1.3 Anonymity or pseudonymity ddubscribes

TheZETES T&Rialified CA does not issue certificates that use pseudonyms or any form of anonymous identifiers.

3.1.4 Rules for interpreting variousame forms

The rules for interpreting the names are provided in claugéf the present documenand inthe Certificae
Policies.

3.1.5 Uniqueness of names
SubjectDN and ZETEBSRcomponents DNs arguaranteed to bainique across the ZETESHPKI Domain.

3.1.6 Recognition, authentication, and role of trademarks

No stipulations

3.2 Initial identity validation

3.2.1 Method to prove possession of private key

Proof of Possession of Private Key 8ecure Cryptographic Devise
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Unless otherwise specified in the applicable Certificate Pdiiey keys forSecure Cryptographic Devicare
generatedinsidethe embedded chip of th&ecure Cryptographic Device

The ombination of certified Secure Cryptographic Devi@nd the control of the key generation process
guaranteeghe possession of the private keynd that the origin ofhe privatekey is known.

TheSecure Cryptographic Deviseselected by Zetes.

The key generation process for tBecure Cryptographic Deviadheresto the conditions and proceduretefined
in certification criteria for thiSecure Cryptographic Device

For Qualified Certificateshé Secure Cryptographic Devicempieswith the canditions defined inCommission
Implementing Decision (EU) 2016/650 of 25 April 2016 laying down standards for the security assessment of
qualified signature and seal creation devices pursuant to Articles 30(3) and 39(2) of Regulation (EU) No 910/2014

The Secure Cryptographic Deviased forQualified @rtificates for natural persons complies with the technical
standards and certification requirements as defined@aralifiedSecure Signature Creation Device.

Specifically, th&ecure Cryptographic Devikas passed security certification in compliance with BEHI$419214
2:20131 Protection profiles for secure signature creation devicd’art 2: Device with key generati@amd ETSI
EN 41911-4:2013t Protection profiles for secure signature creation devic&art 4: Extension for device with
key generation and trusted channel to certificate generation application

In practice, theSecure Cryptographis asmartcard ora device with an embedded PKI chip with the following
features:

1 cryptographic key pairare generated inside the chip

1 private keys cannot be extracted from the chip

1 public keys can be extracted, in some cases at any time after key generatiother cases only
immediately following the key generation process and within the same session

91 the chiprequires a PIN dbiometric Match on Card (e.g. fingerprint verification) to use the key pair for
cryptographic operations such as authentication or electronic signature

1 optionally, the chip may provide additional control mechanisms to prevent aayfia private key prior
to explicit consent of the Subject.

The key generation process complies with tBE8SEN 319 411 parts 1, 2 as applicable for the type of device,
purpose and certificate.

Thiskeygeneration processs always performed underontrolled conditions, in a secure environment and under
the supervision of authorized personnel. The CA only accepts authenticated certificate requests that originate
from inside this controlled environment.

The key generation process for ti&ecure Cryptagphic Deviceas well aghe certificate request generation
processis an integral part of the personalisation process of tecure Cryptographic Devidaitialization pre-
issuance personalisatioand postissuance personalisation ttie Secure Cryptogphic Devices performedon

behalf ofZETES T@&Rdunder supervision of Zetes TSP in a secure environment and under controlled conditions.
These processes involve participation of one more other actors such a&eahere Cryptographic Device
Provisioning party, the suRA and the Subject.

The secure environmericludes:
1 the cardpersonalisation facility of Zetes
the card & key management system operated by Zetes ,

)l
1 the infrastructure for posissuance personalisation
1 the security mechaniss of theSecure Cryptographic Device
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1 the virtual environment of keys and codes used for authentication, authorization and protecting card
personalisation operations and the physical infrastructure that is used to protect these keys and codes

The secure environment is therefore the combination of a secure physical environment, a secure virtual
environment and the processes and procedures that are applied in those environments.

Proof of Possession of Private Key for PKI Components

The nethodsto prove the possession of private key for CAs (i.e. Root CA and Issuing CAs), are datseiethin
confidentialdocumentation.

Methods to prove the possession of private key for PKimponent servicesg.g, RA CRLs signgr OCSP
responders, SRAS, etc.) are detailethiernal confidential documentation.

3.2.2 Authentication of orgarsation idenity
Organgation acting as a Subscriber
Itis reminded that ZETES TSP Qualified CA does not issue certificatgmisatiors, but b natural persons only.

Organisatiors acting as Subscriberre authenticated by ZETES TSP in accordance with the rules and regulations
for the naming and identification ofrganisatiors as applicable in the Kingdom of Belgium or as applicable in the
country where the organisation is registered.

ZETES TSP also verifies thganisatio & Y I yRIF GS o6 & { dzo & @eélihed Goup of daturalNB LINB
persons (as Subjects) based on ETSI EN 319 iétjliirements. In particular, ZETES TSP requiresfableriproof
YR RSAONARLIIAZ2Y 2F (GKS {dzoaONAROSNRa YIyRFEGS FyR NBfI

See applicable OBr details onparticular cases

Organisational entities that are internal t@etes
All internal organisation entities are part of the sategal entity Zetes SA.

Identification and authentication procedures for the registration of the PKI component services (e.g. Root CA, CAs,
RAs, CRLs signers, OCSP respen8&As, etc.) are detailed in interoahfidentialdocumentation

3.2.3 Authenticationof individual identity
Authentication of Identity

The authentication procedure to verify the identity of a Subject, the link between a Subscriber egaaisation
and a Subject, is as specifiedtie relevant document&TSI| EN 319 411 ETSI EN 31411-2 and Regulation (EU)
No 910/2014for the following certificate profilegNCP+][QCPn] and [QCH-gscd.

It is part of theregistration with a Local RA of the designated Subordinate RA.
See applicable CP.

Authentication of ProfessionalAttributes or Membership Attributes

In somecasesthe CA must certify professional attributes or membership attributes in addition to identity. The
validation of these attributes is the responsibility of the Subscriber and the burden of proof falls upon thet Subjec
and the Subscriber.
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etc., as specified in the applicable CP.
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associate, role, department, etas specified in the applicable CP.

TheSubscriber cannot attest any relationship between a Subject and a third peggnésation

Authentication of Individuals that are internalto the operations of the PKI

Identification and authentication procedures for the registration of the trusted persons/roles operating the PKI
component services are detailediimernal confidentialdocumentation.

3.2.4 Nonverified Subscribemformation
Seeapplicable CP.

3.2.5 Validation of authority
See applicable CP.

3.2.6 Criteria for interoperation
Not applicable.

3.3 Identification and authentication for rekey requests

3.3.1 Identification and authentication for routine rkey
See applicable CP.

3.3.2 ldentification andauthentication for rekey after revocation
See applicable CP.

3.4 Identification and authentication for revocation request

Revocation Requests for Subject certificates

See applicable CP.

Revocation Requests for other certificaté¢isat are internal to theoperations of the PKI
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PKI component services (e.g. Root CA, CAs, RAs, CRLs signers, OCSP responders, SRAs, etc.) and certificates isst
to the trusted persons/roles operating them, are detailed in interc@hfidentialdocuments.
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The following sections describe procedures that acemmonto all types ofSubjectcertificates For details
pertaining to a specific type of certificate, please refer to pplicableCertificate Policy

The pocedures relating t&KIl component services (e.g. CAs, RAs, CRLs signers, OCSP responders, SRASs, etc.) and
the related persons/roles perating them are described in internebnfidentialdocumenttion.

Thefollowing sectiors only present the elements of these documents tisan be publicly disclosed.

4.1 Certificate Application

4.1.1 Who can submit a certificate application
See applicable CP.

Certificate Applicaion for internal PKI Participants
Internal certificate applications to issuing CAs or certificate applications to the Root CA:

1 PKI components services certificates and/or associated trusted persons/roles certificates can be
submitted by authorised representative of the PKI on behalf & BIMA, as described imternal
confidential documents

1 CA certificates: th&RootCA andthe Issuing(Qualified) CA(sare the sole admitted candidates for CA
certificates.

4.1.2 Enroment process and responsibilities
4.1.2.1 Responsibilities of the RA in tEsmrolment Process

The enrolment process is handled by various entities that are collectively referred to as the Registration Authority
or RAunder the responsibility cZETES TSHor a description of these entities and their respective roles, please
seesectionl.3.2

The Central Reelies onthe enrolmentprocessperformed bya Subordinate RA. The Subordinate RA delegates the
enrolmentprocess to one or more dfs Local RAS his enrolment process is done in accordance with the rules
and methods described in this CPS, in the Certificate Pwlitlye internal guidelines and rules for RA entities and
in the applicable law.

Each RA entitarchives the received o added information for each enrolment. The archive must be kept in a
secure location or on a secure system according to the requirements defined pmebentCPS, the applicable CP
and applicable national laws.

4.1.2.2 Enrolment of Subjects
See applicable CP.

4.1.2.3 Enrolment of Subscribers
ZETES TSP enters into a Subscriber Agreement with Subscribers but deesatbSubscribers.
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See applicable CP for more details.

4.1.2.4 Enrolment ofadministrators andperators for Subalinate RAs and their Local RAs

ZETES T&Amay delegate tasks torganisatiors that are not part of Zetes SRypicallythe Subordinate RA and
its local RA have their own legal entity. These externgawisatiors are boundoy a contractual agreement, the
Registration Authority Agreement. Thisragment defines the rights and obligations of the RA patrticipants that
are not part of the Zetes SA legal entity

For the enrolment of adminisators and operators for Subordinate RAs (and their Local RAs) the following
conditions apply:
1 the Subordinate RA must pass the qualification criteria laid dowBERNES TSP
the Subordinate RA must be operational
the Registration Authority Agreement must be in effect
each operator or administrator musuccessfullgomplete a training course
each operator or administrator must be duly mandated employee, delegate, representative, etc. of the
Subordinate RA

=A =4 =4 =4

The operators of a Subordinate RA and its Local RAs are enrolled RBETES TSRentral RAaccording to a
proceduredefined in the Registratio Authority Agreement for that Subordinate RA.

4.1.2.5 CAcertificate applications to the Root CA

The poces®s and procedures used to enrol the PKI component services (e.g. CAs, RAs, CRLs signers, OCSP
responders, SRAs, etc.) and to enrol the trusted persons/roles operating them are further described in internal
confidential documentation.

4.2 Certificateapplication processing

4.2.1 Performing identification and authentication functions
Identification andAuthentication for a Subjectertificate

See applicable CP.

Identification and Auhentication for CA certificateor PKI componentsertificate

ZETES$SPR acing asCertification ServicerBvider, is the owneand custodiarof the keys and certificates of the
CA hierarchy for th@ETES TSRialified CA.

All certificate requests for CAs and for PKI components are created by and processed by persaBi&®SP
on systems that are internal to theETES THKI infrastructure.

The PMAdefines andassignghe trusted rolesconcerningthe management of theCA keg and certificatesto
trusted employees as defined in internatonfidential documens such as the wstodian list and the CKey
Ceremonydocumentation The trusted employees have been vetted and have appropriate security clearance for
their respective duties.

For the Root CAhese trustedemployeesare part of the quorum in charge of the Root CA kdfaertification
ceremony.
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Onlya selected group of authorized trusted employeestitled by the PMA, are in charggneratingkeys and
issuinga certificate request for a CA or a PKI component that is internal t&ZEEES THKlinfrastructure

Only a selected group of authorized trusted employees, entitled by the PMA, are in charge of processing a
certificaterequestfor a CA or a PKI component that is internal to ZEeTES T®Klinfrastructure

Such requests are validated by thppropriateCA RAofficerin addition toadditional checkgerformed by other
trusted roles that are involved in the process.

4.2.2 Approval or rejection of certificate applications
Approval or Rejection for a Subject certificate

See applicable CP.

Approval or Rejectiorfor a CA certificate or PKI components certificate

ZETES TSP, acting as Certification Service Provider, is the owner and custodian of the keys and certificates of the
CA hierarchy for th@ETES T&Rialified CA.

All certificate requests for CAs and for B&inponents are created by and processed by personnEJfES TSP
on systems that are internal to theETES T$KI infrastrature.

ZETES TSR CSP is responsible for the validation and vetting of certificate requests for CAs and internal PKI
components.

4.2.3 Time to process certificate applications
Time to process certificate applications for Subjects

See applicable CP.

Time to process certificate applications for CAs, other PKI components and PKI administrators and operators

As specified ifnternal confidential documentation pertaining to the speciffizocedure or ceremony

4.3 Certificate issuance

4.3.1 CA actions during certificate issuance

Issuance of a certificate for Secure Cryptographic Devider a Subject

The certificate is issued as part of the persisalon process of th&ecure Cryptographic Devicehe CAvill only

receive certificate requests from the Central RA in conjunction with the personalisation system fSec¢hee
Cryptographic Deviee The CA, the Central RA and the personalisation system are integrated systems and
communicate over closed network connections. The CA will only process requests that originatetfusted
system which is internal tBETES TSP

For every certificateequest,the CA will perform the following checks and actions:

1 The CA will cheakat the request originatsfrom atrusted source
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1 The CA will check the reques&authorizatiorfor the type of requestand refuse requests that pertain
to certificate profies for which the requester is not authorized.

1 The CAalso matches the certificate request against a ftefined certificate profile.The variable
information in the request must match with the template and rule set of the certificate profile.

1 The CA wiladd nonvariable and variable information to the certificate, as defined in the certificate
profile.

Issuance of a certificate for Secure Cryptographic Devider Operators and Administrators

The samechecks are performeds for theissuance of a certificate for@ecure Cryptographic Deviftg a Subject
detailed aboveThe procedure of issuance is however different as described under section 6.1.1.

Issuance of a certificate for a PKI Component

TheZETES T&Rialified CA only issu€Kl Component certificates for tZ&TES T®Rrtificate Validation Service
(i.e. the OCSP servicjey and certificate renewal of the OCSP services and the issuance of the new OCSP
certificate areas specified in the internal documentation pertainingtb@ specific procedure or ceremony.

4.3.2 Notification of issuance afertificate
Notification of issuance of a certificate for ecure Cryptographic Devider a Subject

See applicable CP.

Notification of issuance of a certificate for ecureCryptographic Devicér Operators and Administrators

As specifid in the internal documentation.

Notification of issuance of a certificate for a PKI Component

As specified in the internal documentation pertaining to the specific procedure or ceremony.

4.4 Certificate acceptance

4.4.1 Conduct constituting certificate acceptance
See applicable CP.

4.4.2 Publication of the certificate by the CA

Seesection2 for information on the publication of the certificate

4.4.3 Notification of certificate issuance by the CA to otkatities
See applicable CP.
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4.5 Key pair and certificate usage

4.5.1 Subject private kegnd @rtificate usage
Sethe applicableCP

4.5.2 Relying party public key and certificate usage
Seethe applicableCP

4.6 Certificate renewal

Seethe applicableCP

4.7 Certificate rekey

Seethe applicableCP

4.8 Certificate modification

Seethe applicableCP

4.9 Certificate revocation and suspension

4.9.1 Circumstances for revocation
Circumstances for Revocation afSubjectertificate

Seethe applicableCR

Circumstances for Revocation of a CA certificate

A CA certifica may be revoked for security reasonseimergency if:
f ¢KS ta! KIF& NBlI&azy G2 o Sifateegiths Rdlcangranid8dd i G Kl G G K.
1 The PMA has reason to believe or suspect that the adtimatecret has been compromised.

A CA certificate may be revoked in a amgent circumstance:

§ for prevention of risk, if the PMAha¢S | a2y (G2 06StASGS 2NJ 4dzaLISOG G KlI
compromised in the middle term; this includes cryptography obsolescence in particular with regard to
9bL{! Qa LINB a O NavilitissAinzrypigfaphy, &ta., @dzf y S NJ

9 if a certified data is modified.
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Circumstances for Revocation of a PKI componeresificate

As specified ithe internal procedures of theETES THKI environment.

4.9.2 Parties thatcan request revocation
Parties thatcan request Revocatioof a Subject certificate

Seethe applicableCP

Parties thatcan request Revocation of a CA certificate

A Revocation Request of CA certificate can only originate from the PMA.

Parties thatcan request Revocation of a PKI component certificate.

ARevocation Request of PKI components certificate cayinattie from the PMA or under the authority of the PMA
through the operational procedures for the PKI component in question.

4.9.3 Procedure for revocation request
Procedure for revocation of Subject ceiithtes- request by the Subject

A Subject can request revocation of its certificate(s)aviaauthorized_ocal SRA or via an automated procedure
under control of the SRAhe procedureand access points for requesting revocatame described in the Subject
Agreement andnay vary withthe Subscriber undevhose authoritythe Subject obtained the certificate.

Within the context of a specific Certificate Policy, at least onéheffollowing pocedures is available to the
Subject

CHANNEL SUBJECT AUTHENTICOANTMECHANISMS

LOCAIRA/SRA identification
1 acombination of name, date of birth, member number, card numbér,

authentication mechanismgin person)
1 an official identification document such as a national ID cardpassport

1 biometric authentication
1 a predefined revocation authentication code

CALL CENTER | identification
1 acombination of name, date of birth, member number, card numbés,

authentication mechanisms
1 control questiongpersonal information other thathe identifiers)
1 a predefined revocation authentication code

EMAIL identification
1 a combination of email address, name, date of birth, member number, ¢
number, etc.
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authentication mechanisms
1 e-mail address of the sender

1 signed email usingnational dectronicID card
91 signed email using a validETES TS$Prtificate for authentication
1 a predefined revocation authentication code

WEB SITE identification
1 a combination of email address, name, date of birth, member number, ¢
number, etc.

authentication mechanisms
1 a predefined revocation authentication code

1 logon to web site using a nationdeetroniclD card
1 logon to web site using a valRETES T$Prtificate for authentication

A revocation request will be executed only if the follog/zconditions are met:

91 therequest is submitted via an appropriate channel
91 the requester can be identified and authenticated as defined in the Subscriber Agreement
1 the reason for revocation is acceptable as defined in the Subscriber Agreement oraipdieable law

Procedure for revocation of Subject certificatesequest by the Subscriber

A Subscriber, in its role a Subordinate RA/SRIAY NBIj dzSaid NB @20+ A2y 2F | {dwe$s
and access points for requesting revocation are described irStiwscriber Agreement and in the Registration
Authority Agreement.

Zetes supportshe followingpossibilities:

CHANNEL SUBSCRIBERITHENTICATION MEQHBMS

EMAIL identification
I acombination of enail address, namearganisationand role

authentication mechanisms

1 signed emailor an email with a signed attachmenitsing arusted certificate
EXTRANET OR| identification
RASPECIFIC I a combination ofaccount name, unique identifiere-mail address, name
APPLICATION organisationand role

authentication mechanisms
1 logon to extranebr RA specific applicatiarsing atrusted certificate

A revocation reqgast will be executed only if the following conditions are met:

9 therequest is submitted via an appropriate channel
1 the requester can be identified and authenticated as defined in the Subscriber Agreement
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1 the requeste is authorized to request revocationf the certficate as defined in the Subscriber
Agreement
1 the reason for revocation is acceptable as defined in the Subscriber Agreement or in the applicable law

Procedure for revocation of Subject certificatesequest byan RASRAentity

A Subordinate RA/SRér a Local RASSRAmay request revocationof a Subject Certificateither upon its own
initiative orupon explicit request of the Subjec

Theconditions,procedures and access points for requesting revocation are descritled 8ubscher Agreement
and in the RA/SRA Agreement.

¢KS /SyiuNrt w!k{w! Syidadage OFy RSOARS (42 NB@21S I {d:
Subscriber Agreement and in the RA/SRA Agreement.

For more information, sethe applicableCR

Procedure for revocation of CA certificates

The revocation of a CA key for security reason is a critical process that must be performed in emergisiityeds
by the internal procedures &ETES TSRevocation of a CA certificate requires approvahefRMA.

4.9.4 Revocation request grace perifor the Subscriber/Subject
Seethe applicableCP

4.9.5 Time within which CA must process the revocation request

Process time for revocation of Subject certificates

Revocatiorrequests are processesithin 1 business aly followingreceiptof the revocation request.

Process time for revocation of CA certificates or PKI component certificates

Under normal operational conditionan OCSP key and certificate is replaced befois ievoked, to guarantee
continuity of theOCSP service towards tRelying Parties

In case of a kegompromise ZETES T$IRdertakes best effort to revoke the certificate without delay within 24
hours. The process time for revocation of a CA certificate or a PKI component certificate for any othemwigason
be determinedon a case by case basis.

4.9.6 Revocation checkingpligaionsfor Relying Parties
Seethe applicableCP

4.9.7 CRL issuance frequency
TheZETES T®Rialified CA issue€RLs and dek@RLsit pre-defined intervalor ad hoc wherappropriate
The CRL and del@RL are signed and timearked by the CA.
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Periodicity:
Expiration Period Publication cycle (max. renewgleriod)
CRL 24 hours <1 hour
delta-CRL 30 minutes < 30 minutes

4.9.8 Maximum latency for CRLs
Latency for CRLs after revocation of Subjeettificatesand CA certificates

Zetes TSP updates the CRL wittificate status informatiorfor Subject certificateand CA certificaterot later
than 60 minutesafter the actual revocation.

Latency for CRLs after revocation ©CSP certificates or CRL signer certificates

Zetes TSP updates the CRL wittificate status informationfor OCSP certificates or CRL signer not later ghan
hoursafter the actual revocation.

4.9.9 Ontline revocation/status checking availability
ZETES T@Raintains an Online Certificate Status Protocol (OCSP) service:
http://ocsp.tsp.zetes.com

See section 4.10 for more information.

4.9.10Requirements omRelying Partiet perform a-line revocation checking
Seethe applicableCRP

4.9.110ther forms of revocation advertisements available

Revocation of Subjectertificatesis not advertised tdRelying PartieqRevocation of Caertificatesor certificates
for PKI components which are of immediate relevance for Relying Parties will btiseldh during an appropriate
period on the appropriatZ ETES T$€pository pages:

https://repository.tsp.zetes.com
http:// crt.tsp.zetes.com

http://crl.tsp.zetes.com

4.9.12Special requirements re key compromise

No stipulatons.
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4.9.13ircumstances for suspension

Suspension is currently not supported.

4.9.14Nho can request suspension
Not applicable.

4.9.15Procedure for suspension request
Not applicable.

4.9.14.imits on suspension period
Not applicable.

4.10Certificate status services

4.10.1 Operational characteristics
The Zetes TSP Qualified CA maintains an internal database of the status information for all Subject certificates.

TheZETES T$Rialfied CA provides two services for checking the status of the Subject certificates issued by th
ZETES T&Rialified CA as well as the status of ZHETES TSPdz f AFTASR /! Qa 26y /! OSNIA

9 Certificate Revocation Lists
1 Online Certificate Status Protocol service

Download service for ARLs, CRLs and d€IRLs
CRLs and deltZ£RLs are published at regular intervals on the CRL distribution pditipaicrl.tsp.zetes.com

CRLs and delH@RLsshall be published at regular intervals on thgeneral CRL distribution point at
http://crl.tsp.zetes.comand/or a CRL distribution indicated in the certificate (see the Certificate Policy and
certificate profile for the certificate)CRLs or delt€ Rk may berenewed when certificates have beeevoked
CRLs or delt&€REshall be renewedbeforethe CRL or delt&€RL is about to expire.

OCSP service

The OCSP serviteavailablefor unsigned requestsia http://ocsp.tsp.zetes.conand is synchronised wh the
latestcertificate status information

The OCSP services provide certificate status information for Subject certificates on behalf of the Zetes TSP Qualified
CA 001The OCSP services provide certificate status information for the Zetes TSRRQCHIDO1 roesigned
certificate on behalf of the Zetes TSP Root CA 001.

The OCSP infrastructure consists of multiple OCSP responders which are accessimenmi@n URL. The OCSP
responses are signed lan OCSP responder signing key. O@SP respondaigning certificate is issued by the
corresponding CAzor the OCSP certificate profiles, see sectigh
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Retention period for Certificate Status Information aft expiration of the certificates

Certificate status information if€CRL&and the OCSP servicaljgdatedat leastuntil all certificates that were issued
by the respective CA have expirdebr qualified certificates, the certificate status informatiarthe CRLeemains
available beyond the validity period of tlertificate,until the issuing CA certificate has expired.

4.10.2 Service availability

CRL repositorgivailabilityisdesigned teexceed 99.0% of business houdefined as 24 hours per day, sgvdays
per week, excluding planned maintenance periods.

Zetes TSP maintains a monitoring service for the (€L repository to validate that the (def@RLs are
published in time and in sequence and are readily accessible via the internet for yedyties.

OCSP serviavailability is designed to exceed 5% of business hourgdefined as 24 hours per day, seven days
per week, excluding planned maintenance periods.

Zetes TSP maintains a monitoring service for the OCSP service to validate Heatvibe is operational and readily
accessible via the internet for relying parties.

In case of unavailability due to an act of God, failurefshstructureoutside the control oZETES T®Pany other
reason,ZETES T3fakes best endeavours to reinstatvailabilityof the service within 5 working days.

4.10.3 Optional features

No stipulations.

4.11End of subscription

Seethe applicableCRP

4.12Key escrow and recovg

Seethe applicableCP

4.12.1 Key escrow and recovery policy and preeti
Not applicable.

4.12.2 Session key encapsulation and recovery policy and practices
Not applicable.
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5.1 Physical controls

ZETES TSP has established physical security measures and environmental controls commeétisthatealue

and critical nature of the assets they apply to. Physical and environmental security is aimed to prevent, deter,
detectand delay unauthorized access, loss, theft, damage, compromise, interferences and interruption to business
activities.

5.1.1 Site location and construction

ZETES TSP facilities are organized, partitioned and segregated into distinct areas with specificspbysigal
measures according the type and sensitivity of assets and the tipeseconducted.

Physical security measwgeregarding the facilities include but are not limited to reinforced material and
construction technics, locked rooms and vaults.

5.1.2 Physical access

The sites hosting the CA implement proper security controls, ifradueccess control, intrusion detection and
CCTV. Access to the sites is limited to authorized personnel.

¢CKS /! wa aSOdz2NBE LINBYAaSa oAGKAY GKS aséeuridybpe@tionstTNSe f 2 OF
premises feature numbered zoneadlocked rooms, cages, safes, and cabinets

Physical access is restricted by implementing mechanisms to control access from one area of the facility to another
or access into highecurity zones such as locating CA operations in a secure computer room physically monitored
and supported by secusitalarms and requiring movement from zone to zone to be accomplished using a token
and access control lists.

5.1.3 Power and air conditioning

Power and air conditioning operate with a high degree of redundancy.

5.1.4 Water exposures

Premises are protected from any tea damages.

5.1.5 Fire prevention and protection

Prevention and protection as well as measures against fire exposures are implemented.

5.1.6 Media storage

Media are stored securely. Backup media are also stored in a separate location that is physically secure and
protected from fire and water damages.

5.1.7 Waste disposal

To prevent unwanted disclosure of sensitive data, waste is disposed of in a secure manner.
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5.1.8 Off-site backup

ZETES TSP has a backup and disaster recovery site located in separate premise wigiatgotian measures.
In case of adverse situation as a natural disaster, fire or act of terrorism, ZETES TSP implements the necessary
measure to recover its services according the legal and contractual requirements.

5.2 Procedural controls

5.2.1 Trusted roles

ZETE TSP follows personnel and management practices that provide reasonable assurance of the trustworthiness
and competence of the members of the staff and of the satisfactory performance of their duties in the fields of
electronic signatureelated technologes.

All members of the staff operating the key management operations, administrators, security officers, system
auditors or any other operations that materially affect such operations are considered as serving in a trusted
position.

Trusted roles within ETES TSP are activities conducted to operate, maintain, monitor, review and communicate
about TSP activities. Trusted roles are allocated to duly identified persons by the PMA.

Trusted roles are listed and defined within BETTSP competences managemeistey and include:

]

Plant Manager

PKIManager

IT Manager

PKI Solutions and Implementation Manager
Security& Quality Manager
PKIAdministrator

PKIOperator

PKISystemAdminigrator

RegistrationOfficer

RevocatiorOfficer

IT System Administrator

HR Manager

SystemAuditor

Spokeperson

KeyQustodians

[LocalRegistrationAuthority Officer(LRAQ)
[Localuspension and Revocatigkuthority Officer(LSRAQ)

=A =4 =4 -4 =4 4 —a -8 -a A a8 s oa o s

Zetes conducts an initial investigation of all members of staff who are candidates to serve in trusseth nolake
due diligence attempt to determe their trustworthiness and competence.

Where ZETES T8Rolvessubcontractors, such asRA andL-RA, the LRAO and LSRAO will be vetted and
supervised for them to possess the necessary expertise, relialeiiperience, and qualifications. They will have
received training to bring awareness regarding security and personal data protection rules as appropriate for the
offered services and the job function. An evaluation of the training is performed.
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5.2.2 Number of rsons required per task

Where dual or multiple contrslare required, at least two trustedrolesneed to bring their respective and split
knowledge in order to be able to proceed with the ongoing operation.

Circumstances requiring dual or multipientrols are detailed in the PKI system and documented in the CA key
ceremonies reports and related records.

5.2.3 ldentification and authentication for each role

Each member of ZETES TSP acting in a trusted role is identified and aatiedrtid access the infrastcture to
conduct his role by means of at least 2 factors authentication credentials or under dual control.

5.2.4 Roles requiring separation of duties

All actions with respect to the CA can be attributed to the components of the CA and the member of the CA staff
that has performed the action.

%SGSa SyadaNBa aSLINIGA2Y FY2y3d GKS F2tft26Ay3 RA&GZONE
TSRhNBFyAal GA2YE

PKI administration personnel

System and network administration persain

Security personnel tenforce security measures, including registration and revocation officers
Audit personnel.

=A =4 =4 =4

5.3 Personnel controls

5.3.1 Qualifications, experience, and clearance requirements

Zetes implementgpractices that provideeasonable assurance regarding trustworthinesd anmpetence of the

members of its staff. Learning and training certificates, professional experience, feedback from previous
SYLX 28SNEX (NHZAGSR SYLX 28SSQa NBO2YYSyRIGA2yaz OSNI
practices used in this pegpsctive.

5.3.2 Background check procedures

Zetes with regards to the CA activities makes the relevant checks on prospective employees by means of status
reports issued by a competent authority or thipérty statements.

The background checks include:

1 criminal onvictions for serious crimes
misrepresentations by the candidate
appropriateness of references

any clearances as deemed appropriate
privacy protection

confidentiality conditions.

=A =4 =8 -4 A
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5.3.3 Training requirements

Zetes with regards to the CA activities makeailable reévant technical training for their personnel to perform
their CA functions.

5.3.4 Retraining frequency and requirements

Periodic training updates will be carried out to establish continuity and updates in the knowledge of the personnel
andprocedures.

5.3.5 Job rotation frequency and sequence

Zetes does not impose job rotation as a principle. Changes in roles are managed through training and competences
management with respect of segregation of roles where applicable.

5.3.6 Sanctions for unauthorizeakctions

Zetes with regards to the CA activities sanctions personnel for unauthorized actions or violation of security
procedures. Sanctions may incluglbut are not limited tog disciplinary action, revocation of privileges, dismissal,
civil or criminal poceedings.

The severity of a particular violation is evaluated by the PMA. The élddves that the sanction taken is both
appropriate and proportional to the violation.

5.3.7 Independent contractor requirements

There are noridependent contractorsvho performa trusted roleother than the LRAO/LSRAR defined in
section5.2.1

For independent contractors performingeneralwork in relation to the ZETH¥I,Zetes implementssimilar
practicesas for its own personné¢hat provide reasonable assurance regarding trustworthiness and competence.
They can bsubjecedto similarbackground checkand they will be contractually required to protect privacy and
confidentiality.

For Local Registration Authority Officers (LRAO) and Local Suspension and Revocation Authority Officers (LSRAQ)
specific training, evaluation and supervision is put in place targeted for their specific job fur{&ersection
5.2.1)

5.3.8 Documentation supplied to personnel

Zetes with regards to the CA activities makes available documentation to personnel, during initial training,
retraining, or otherwise.

1.3 © 2016¢ Zetesc All Rights Reserved p.43



Zetes TSP Qualified CA
CERTIFICATION PREETSTATEMENT

5.4 Audit logging procedures

5.4.1 Types of events recorded

For all events related to the Gy operations, records will be kept that include all information related to that
event that can be useful for auditing purposes.

Extensive security logging and monitorisgperformed at various levels includingp(rexhaustive:

1 the physical level (inclling equipment cabinet access)
1 the network level

9 the operating system level

1 the application level

ThePKI software and associated routimeayrecordevents that include but are not limited to:

9 Issuance of a certificate: request, approval or rejectiwith reason) of request, registration information,
Identification of the RA approving or processing the resjucertificate generation/activation.

1 Revocation of a certificate: revocation request, approval or rejection (with reason) of request,
Identificaion of the RA approving or processing the request, Identification of the requestor.

1 Publishing of a CRL

1 personalisation ofhe Secure Subject Device

The audit logs records contain:
1 The identification of the operation.

1 The date and time of the operation.
1 The identification of the certificatdf applicable
1 The identity of the transaction.

In addition, audit logs of relevant operational events in the infrastructure are maintained, including, but not limited
to:

Log in and log out of PKI componeatiministrative interfaces.

Start and stop of servers.

Outages and major problems.

Physical access of personnel and other persons to sensitive parts of the PKI site.
Backup and restore.

Report of disaster recovery tests.

Audit inspections.

Upgrades and cheges to systems, software and infrastructure.

Security intrusions and attempts at intrusion.

= =4 —a —a —a —a -9 -9-"

5.4.2 Frequency of processing log

The PKI operations staffs regulampnitor security related eventsinformation about citical evensisforwarded
to the appropriate departmentfor immediate attention. Reports that are generated from the audit logs are
reviewedby internal auditors.
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5.4.3 Retention perod for audit log
System logs are retained for 18 months. For audit logs for the CA and PKI componeséstisr®.5.2

5.4.4 Protection of audit log

The audit logs of the Capplicationsoftware and PKI componengpplicationsoftware are digitally signednd
time stamped. The signature key is protected by an HSdnsolidated logs are kept on secure storagstems or
media and located or stored in a secure location.

5.4.5 Audit log backup procedures

Automated audit data is generated and recorded at the application, network and operating systenMaveially
generated audit data is recorded by PKI RA and Gée@ff-or keyceremoniesa relevant extract of the audit log
is madeandstored separately.

5.4.6 Audit collection system (internal vs. external)

The PKI audit collection system is internal.

5.4.7 Notification to eventcausingSubject

There are no requirement f&EETES TSP to notify tBebjectwho caused an audit event.

5.4.8 Vulnerability assessments

The entireinfrastructure is subject of a vulnerabilipssessmenat leastevery three months (with penetration
testing at leasbnce a yearand whenever a critical paof the infrastructure is affectedThe assessment covers
the ICT infrastructure, the special cryptographic equipment, the physical environment, data stecétg&re,
personnel, processes and procedusgsl communication.

Vulnerability assessment tifie audit log is part of the ZETES TSP risk assessment and risk management program
documented internally.

5.5 Records archival

5.5.1 Types of records archived
Seesection5.4.1and5.5.2

5.5.2 Retention period for archive

The archive retention periafor the various types of rexdsare:
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1 issued ertificatesfor a period of7 yearsafter the certificate ceases to be valid
1 audit trails on the issuance of certificates for a periodvohimum7 yearsafter the certificate ceases to

be valid

1 copies of identificatiomlocuments are retained yearsafter any certificate based on these records ceases
to be valid

9 audit trail of the revocation of a certificate for a period ofinimum 7 yearsafter revocation ofthe
certificate,

1 CRLs foat leastl0years aftercreationof the CRL
1 documentation supporting the issuance and use of the certificate is kept for a peradedst10years
after the expiration of the last certificate supported by the documentation.

5.5.3 Protection of archigs

The archives are protected agaimsainipulation orwilful destruction. As far as possible archive will be retained
and protected in electronic form.

Paperbased records are archived and under control of the respective roles that process thembRapdrarchive

may be stored on multipléocationsaccording the requirements laid down in the applicable CRahticular,
registration information will be securely stored to provide reasonable assurance regarding secrecy, integrity and
availability.

5.5.4 Archive backup procedures

Backup copies of theelevantelectronicsystem logs andlectronicaudit logsare stored inmultiple locations.

5.5.5 Requirements for timestamping of records

The audit logs created by the CA and OCSP service are signed and time stamped, the signajunat&etedsby
an HSM and the time source is the same as for the CA or OCSP service.

5.5.6 Archive collection system (internal or external)

The archive collection systefar the CA and PKI components operateddiyTES T$internalinfrastructure of
ZETES TSFhe archive collection system for Subordinate RA and their Local RA is done by the respective parties.
ZETES T@&R RA supervisavill assist these RA entities to create and maintain an ardoivéheir activities.

5.5.7 Procedures to obtain and verify archiinformation

The contents of the archive are not accessible except for authorized personfeT&S TARd with exception of
obligations by law or by court order.

Access to archive by authorized personnel must be motivated (e.g. in case of incidestigiation, to test the
GNBUNARSOFEb LINPOSRIINBE:E SiO0d0 o

The Certificate Subject may access information related to his personal information and registration form by written
request addressed to the ZETES TSP Central RA Officer.

Disclosure of information frorthe archive upon request by an implicated party other than the Certificate Subject
is at the discretion oZETES TS#d requires approval by the PMZETES TS3Eserves the right to charge a
compensation to cover the expenses of the retrieval of thenmfation from the archives.
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5.6 Keychangeover

Key changeoveof the CAkey requiresprocedures toprovide the new CA related information to Subjects and
Relying Partiedpllowing a rekey by the CA.

The new CA certificate will be made availabl&tdhjets andRelying Parties through the Zetes TSP repos#ody
other appropriate means such as inclusion on Secure Cryptographic Devices for Sobjegipropriate
distribution channels that are specific to a Subscriber.

Unlessforced byexceptional circumstances, Zetes W8lPmakethe new CA public key and certificate available 3
monthsin advance and will foresee a transition period of no less than 3 months during which both the old and the
new CA certificate are in use.

5.7 Compromise ad disaster recovery

5.7.1 Incident and compromise handling procedures
Zetes TSP defined an incident management procedure including incident reporting and handling procedure.

These procedures are established to ensure a quick, effective and orderly responaéotmdtion) security
incidents providing knowledge to reduce the likelihood and impact of recurring incident. Incident records and
gained knowledge are reviewed during the risk assessment exercise and participate from the risk management
procedure.

The spcific cases of key compromises are dealt in sed&iGr3

5.7.2 Computing resources, software and/or data are corrupted

Zetes TSP establishes the necessary measumssiare full and highly autoated recovery of CA services in case
of a disaster, corrupted servers, software or data.

Computing resources, software and data are replicated in a second location. Backup copies of software and data
are kept on regular basand available on both sites @arding the ZETES TSP backup procedure.

Distance between both locations supporting ZETES TSP activities is sufficient to support a natural local disaster.
Sufficient fast and secure communication infrastructure and serviedsden the two sites ensures data integrity
and effective recovery point.

Disaster recovery infrastructure and procedures #webe fully tested at least once a year and the report is
reviewed by the PMA.

5.7.3 Entity private key compromise procedures
In caseof a CA compromise, ZETES TSP will

1 decommission the compromised key

1 Notify impacted PKI participants

1 revoke the certificates impacted by the corrupted CA

91 assess the relevance to revoke all certificates (this depends amongst other on the time of compromise)
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By decision of the PMA and piding that the cause of compromise has been discarded, ZETES TSP will generate
a new CA key and destroyed certificates can bissaed.

In case of endékntity certificates compromise, revocation shall be performed and a centificate shall be issued
provided that the cause of compromise has been discarded. Theeatity (or the subscriber) has to notify ZETES

¢{t 2F lye& O2YLINRPYA&AS 2NJ adzaLIAOA2Yy 2F O2YLINRYAAS 27
in the applicable sections of the CPS and the CP.

5.7.4 Business continuity capabilities after a disaster

Zetes TSP establishes the necessary measures to full and automatic recovery ofitfeesemvices in case of a
disaster, corrupted servers, software data.

Recovery of the Root CA diffie services is ensured by the activation of the Root CA backup at the secondary site.
As principle for the root CA key ceremony, all needed resources and secrets to pursuit the ZETES TSP activities will
still be availale in case one site should completely and definitely be destroyed.

Depending on the cause of the disaster and their effects, the PMA will assess the measures to be taken regarding

91 the protection of sensitive resources and information on the disabled site

T GKS ySSR (2 NB@21S GKS /! Q& AYLI OGSR a@anoth&kS RA A
ensured)

1 the setup of a third site

A Business Continuity Plan has been implemented to ensure business continuity following a natural or other
disaster andd available as a separate internal document.

5.8 CA or RA termination

Terminating a certification service and as a result terminating, when applicable, the CA(s) and other PKI component
services is an event as important as their initiation. Both require planairte physical, logical, operational,
procedural and huma aspects. Security of information and reputation is at risk. Furthermore, legal requirements
apply.

For clarification, the cessation of the issuance of new Qualified Certificates by the TZIESlified CA while all
other component services are kept underdlfnormal operatims, including the provision of certificate validity
status information services (e.g. CRLs, OCSP services), is not ilAésmpiee controlled transfer of services and
components from ZETES TSP to anothgamisationor transfer froman old CA to aew CA are not in scope.

The Zetes TSP Termination Plan coverspitteedures to be completed in a situation where all services provided
by ZETES TSP associated @itialified Certificategre terminated The following is a summary of thenimum
procedures that are applicable in such a case.

In the context of a scheduled termination:

1 Cessation of the issuance of any n@walified Certificate

1 Termination notification to the Belgian Supervisory Body, the SubjdwsSubscribers and thReelying
Parties within 3 months and no later than 2 months before the effective termination

1 Dissemination of relevant information
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Preservation and transfer of auditing and archival records to the arranged custodian
Revocation of unexpired and unrevoked faas' Qualified Certificates

Creation of a last CRL

When applicable, decomissioning of the CA keys

= =4 =4 =

In the context of an unscheduled termination:

As far as it is possible, the plan for expected termination as described in section above will be follivhvete
following potential significant differences:

1 Shorter or even noelay for the notificéion of the interested parties
T {K2NISNJI 2NJy2 RStle& F2NJ KS NB@G20rGA2y 2F {dzwmaSO
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Private keys for th@ ETESSHPKI infrastructure are protected by means of Hardware Security Modules that have
the relevant security certification labels such as FIPS21&0el 3 and/or Common Criteria EAL4 or higher.

Physical access to the HSM is limitechtdhorised personnebnly. The HSM equipment is installed in a secure
environment.

Operational use of the HSM equipment is controlled by a combination of activation assets (e.g. smartcards) and
activation data (e.g. PIN codes, passphrases, etc.). Activation assets antlosctiaga are assigned to multip
custodians and are stored in a secure location, separate ffee HSM equipmentActivation, backup and restore
operations always requirénvolvement of multiple custodians. The separation of activation assets/data is
organized such that no single custodian can exercise control over the protected key material.

The processes and procedurepplicable to theSubjectkey paisare provided irsection 6of the CPThe present
CP%rovidesthe relatedtechnical security contilswhenapplicable

6.1 Key pair generatiorand installation

6.1.1 Key pair generation
Key pair generation for CA

The key pairs for any CA are generateeboard an HSM, under the authority of and with explicit consent of the
PMA, under supervision of a Security Officer, undg¢teastdual controland as part of a formal key ceremony in
the presence of witnesses.

Key pair generation for the OCSP service

The key pairs fothe OCSP service componeatg generated ofboard an HSM, nder theauthority of and with
explicitconsent of the PMAynder supervision of a Security Officer, under dual corgnal as part of a formal key
ceremony in the presence of witnesses.

Key pair generation for the othePKI components

The key pairs fortber PKI components are generated-board an HSM, under the authority of and with explicit
consent of the PMA, under supervision of a Security Officer and under dual control.

Key pair generation for RA and SRA operators

The key pairs foRA operators ath SRA operatorare generated ofboarda Secure Cryptographic Devjagnder
the authority of the PMAunder supervision of a Security Officer and under dual control.

Key pair generation for Subjects

The key pairs for Subjects operators are generatethasrd a Secure Cryptographic Devias an integrated part
of the Secure Cryptographic Devipersonalisation service.
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6.1.2 Private key delivery t&ubscriberor Subject
Seethe applicableCP

6.1.3 Public key delivery to certificate issuer
PublicKeydelivery to the offline RootCA

TheZETES T3®ot CA is an offline CA. Certificate requests (that include the public key of the requester) are
transferred by means of a secure storagendedi® ¢ KS a G 2N} 3S YSRAdzYyQa GSOKYyAO!l |
content against unauthorized manipulation. The transfer is done in a single key ceremony, in the presence of
witnesses, and with a direct transfer of the public key immediately followieggeneration of the key pair

This applies for public keys for sardinate CAs (such as tBETES T&Rialifying CA) and for public keys for OCSP
services that act on behalf of tBETES THeot CA.

The procedures, the ceremony, the tools used and theirenment in which the key pair is generated and the
public keyextracted, ensure the requestés in possession of the private key for which the certificate is requested.

Public Key delivery to the issuing Qualified CA

TheZETES T&Rialified CA has a network connectianitternal systems aZETES T$#t certificate revocation
and for generating certificate€ertificate requestsafichinclude the public key of the requester) are transferred
by means of a secure network connection between the environment for the personalisatidBeaire
Cryptographt Devics and the environment for the CA.

This applies to public keys f8ecure Cryptographic Devicandto public keys fothe OCSP services.

The procedures, the ceremony, the tools used and the environment in which the key pair is generated and the
public key extracted, ensure threquesteris in possession of the private key for which the certificate is requested.

For keys generated on Secure Cryptographic Devices personalised by Zetes, two methods are supported:

1 the public key is extracted from thee®ire Cryptographic Devices just in time, as part of the initial or
postissuance personalisation process for the Secure Cryptographic Device, i.e. with the Secure
Cryptographic Device present

1 the public key was extracted from the Secure Cryptographidces and stored in a database, from which
it can be read without he Secure Cryptographic Device present

The actual method depends on the capabilities of the Secure Cryptographic Device that is used and on the
preferred optimgation of the (initial/postissuance) personalisation process for the Secure Cryptographic Device.

6.1.4 CA public key delivery felying Parties
ZETES T&A certificates are published on a secure web site:
https://repository.tsp.zetescom

Relying Parties can authenticate the web site by means of the SSL/TLS server authentication certificate which is
issued by gublic CA that is external to tireETES TS hierarchy.

¢CKS | dzi KSyGA O &HTESAVER lcitiicAtdsds pashied in K §ocument in PDF/A format
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Relying parties may contaZETES TSR email atinfo@tsp.zetes.conto receive confirmation of the authentic
GUKdzZYOLINARY (¢ 2F GKS /! -obdadichHamal Suchias dtelapionedtail/odletdrF | y

6.1.5 Key sizes
The current PKI infrastructure for ttBETES T&Rialified CA uses the following algbrits and key sizes:

CA RSA4096 generated and used on HSM
OCSP service RSA2048 generated and used on HSM
Internallysigned audit logs RSA2048 generated and used on HSM
Secure Cryptographic Devices RSA2048 generated and used otihe SCD

All certificatesare signed using SHA256withRSA.

ZETES TSPserves the right to introduce other algorithms and protocols than SHA256withRSA or longer key
lengths in the future. This ay include Elliptic Curve algorithms instead of RSA and other hash algorithms.

ZETES T&Mot in any way held to continue using the current algorithms, protocols or key lengths for any purpose,
shouldZETES T$Bcide that the current algorithms, protocols or Keyngthsprovide insufficient assurance and
security for the intended purposend the intendel use period.

6.1.6 Public key parameters generation and quality checking

Public key parameters are generated and checked in accordance with the standard that defines the cryptographic
algorithm in which the parameters are to be used. Public lkeapmetersare generated and testeth accordance
g AGK ({KS stantard{whioh ersurehe quality of the key material.

The following parameters angseddepending on the algorithrfamily.
RSA:

M the HSMisised in FIPS mode

1 key generation relies othe deterministic random number generator that is compliamth FIPS 18@
Appendix 3.1,
T pubh O SELRYSY YamMannamQ

ECDSA,GDH:

M the HSMisised in FIPS mode

1 key generation relies on théeterministic random number generator that is compliant with FIB6-2
Appendix 3.1

1 only elliptic curves 292, R224, R256, R384, R521, K163, k233, k283, K409, K571, B163, B233, B
283, B409 or B571as specified in FIPS 186Appendix 6 areised

6.1.7 Key usage purposes (as per X.509 v3 key usage field)

ZETES$SRensures that the key usage properties encoded in the certificates correspond with the intended use of
the certificates as described in this CertificBeactice Statemerdnd in the applicable Certificate Policies.

For details about the encoded kegage see the document Certificate Profiles, below is an overview:
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Key usage for CA certificates: KeyCert signing
CRL signing
Key usage for OCSP certifest digitalSignature OCSP signing
Key usage for user certificates for authentioa purposes: digitalSignature keyEncipherment
digitalSignature
Key usage for user certificates flectronic signatures nonRepudiation

An additional restriction on key usage applies to all the keys that are usedtéonal purposes byCA/RA/SRA
2L SN G2NBR YR &aeaidiSvyao ¢KSasS (1Sea yvYle 2yte adkordza SR

aealdsSyQa NPt PKienviloKmest. G KS »%SiSa

6.2 Private Key Protection and Cryptographic Module Engineering
Controls

6.2.1 Cryptographienodule standards and controls
Private keys for CA and OCSP

To protect the private keys used byetiCA and the OCSP service, BT ES T&Rialified CA usestate of the art
cryptographic modulge In thisdocument,these will be referred to as HSM (for idevare Security Module).

Private keys foiSecure Cryptographic Devise

TheSecure Cryptographic Devicentains an embedded security controllghich provides a secure environment
for the generation and storage of cryptographic keys and to perform semugeution of cryptographic operations
with these keys.

For the purpose of a Qualified Electronic Signature (QES) with a certificate that adheres to the policygEediP

0KS {SOdzNB / NRBLIi23aNILIKAO 5SOA0SQa $oNowiSgRdrBr&merdtsS@ dzNR G &
Qualified Signature Creation Device (QSCD) as specified in Regulation (EU) No 91Bi26ttdnic Identification
and Trust Services for Electronic Transactions in the Internal Market and Repealing Directive 1999/93/BC (elDAS

1 The Secure Cryptographic Device cdegpWith the conditions defined in Commission Implementing
Decision (EU) 2016/650 of 25 April 2016 laying down standards for the security assessment of qualified
signature and seal creation devices pursuant to Aasd0(3) and 39(2) of Regulation (EU) No 910/2014.

1 Specifically, the Secure Cryptographic Device have passed security certification in compliance with ETSI
EN 419212:20131 Protection profiles for secure signature creation devicd?art 2: Device withdy
generation and ETSI EN 4192t2013t Protection profiles for secure signature creation devic®art
4: Extension for device with key generation and trusted channel to certificate generation application.
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6.2.2 Private keymulti-person control
Private keysor CA and OCSP

The activation and/or use of the private keys in the HSM infrastnectivat hold the private keys for the CA and
OCSP service is protected by access control and activation mechanisms that require 2 or more custddians
involved in theprocess The activation assets or activation data needed for the activation and/or use of the HSMs
is under control of yet more trusted roles amgle not directly accessible to the custodiar@ustodians require
prior approvalby the authorized Security fiicer to be allowedaccess to the activation assets or activation data
under their care.

Privatekeys forSecure Cryptographic Devise

Not applicable.

6.2.3 Private key escrow
Private keys for CA and OCSP

Private keys cannot and are never extractecionencrypted formatfrom the HSM on which they are generated.
Private keys are never put in escrd®rivate keys in encrypted form are only used for backup & restore purposes.

Private keys foiSecure Cryptographic Devise

Private keys cannot and arever extracted from theSecure Cryptographic Devioa which they are generated.
Private keys are never put in escrow.

6.2.4 Private key backup

Privatekeys for CA and OCSP

Private keys on an HSM for the CA or OCSP infrastructure are generatedronthe HSM iad are backed up.
The backups are exclusively uded

9 restore for recovery in case of failure of the infrastructure
1 restore in case of replacement of an existing HSM
§ initializingt RRAGA2Yy I f 1 {a&d (2 SELIYR GKS AYyTFNI &dNHzOG dzNB

The backup of the keys is also created inside the HSM. The encrypted backup is exported from the HSM into a file.
The backup encryption key is itself generated inside the HSM during the installation and initialization of HSM and
is split into key shares vidh are stored on a set of HSM backup cards.

Backup and restore or transfer of private keys requires a quorumadfm HSM backup cards. Each card has an
activation code which is independent from the other cards.

Private keys and other security créicdata is always encrypted (backup operation) or decrypted (restore
operation) inside the HSM itself. The encryption key is split over a set of m HSM backup cards. A restore operation
requires a predefined quorum of rof-m HSM backup cards.

The backupthe activation assets and the activation data are assigned to multiple custodians and are stored in
separate locations.

Private keys foiSecure Cryptographic Devise
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Private keys on Secure Cryptographic Deviaee generated ofboard the device andamot be backed up.

6.2.5 Private key archival
Private keys for CA and OCSP

Private key®n anHSMare not archived as such but are backed up and stored for other reasonseSem6.2.4

Private keys foiSecure Cryptographic Devise

Private keys on &ecure Cryptographic Deviaee generated ofboard the device andamot be extracted for
backup, escrow or archival.

6.2.6 Private key transfer into or from a cryptographiodule
Private keys for CA and OCSP

Private keys oan HSM for the CA or OCSP infrastructure are generatémbard the HSM and can be transferred
to another HSM. Transfer of private keys to another HSM requires-peigion controlin the form ofa quorum
of n-of-m HSM cards.Transfer of private keys into another HSM requires approval of the PB&asection6.2.4
for information on thesegregatiorof cards and codes.

Private keys foiSecure Cryptographic Devise

Private keys on Secure Cryptographic Devicannot be transferred.

6.2.7 Private key storagen cryptographic module
Private keys for CA and OCSP

All keys inside the HSM are storedide the HSM in encrypted form, the key encryption key cannot be extracted
from the HSM or used for any other purpose.

The key encryption key stored in a specialnmogy area of the HSM which is connected to the sensory controller
of the HSM. The sensory controller can, in a case of an alarm, delete or render useless the key material in the HSM.
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Private keys foiSecure Cryptographic Devise

Private keys on &ecureCryptographic Devicare stored in secure memory. The embedded microchip protects
private keys and other security related information against hacks.

6.2.8 Method for activating private key

Private keys foiICA

Private keys othe dedicatedHSMfor the CA are guped per C/entity (i.e. perlogical CA, not physical CA).
Access to the control interface for activating or deactivatirggoup is restricted by a dual control mechanism.

Deactivation of the private key for theETES T&Rialified CA requires at least two authorized administrators and
operators.

Activation of the private key for théETES TSBualified CA requires at least 4 authorized administrators and
operators. Two for accessing the control irfsere and two more foentering thed N2 dztidaion passphrase.

Private keys for OCSfervice
The HSM for the OCSP service is not used for CA functions.

Private keys orthe dedicatedHSM for the OCS§erviceare automatically activatedupon power onwithout
requiring furtherintervention.

Private keys on the dedicated HSM for the OCSP servicggagized in groups.
Access to the control interface for activating or deactivatirggoup is restricted by a dual control mechanism.

Deactivation of the private key for theETEFSRQualified CA requires at least two authorized administrators and
operators.

Activation of the private key for theETES T%Pualified CA requires at least two authorized administrators and
operators.

Private keys foiSecure Cryptographic Devise

TheSecure Cryptographic Deviisea device under the sole control of one person. The private key is activated by
means of a PIN code or an equivalent mechanism such as biometric -®ta{chrd.

ASecure Cryptographic Devigrgy also provide a security feature to prevent use of the private key prior to explicit
commissioning of the key by the Subject, typically as part of the initial handover proceflute Secure
Cryptographic Devicer as part of a posissuance update picedure e.g. for certificate rkeying or for adding
new keys and certificates to%ecure Cryptographic Deviakeady in use.

6.2.9 Method of deactivating private key

Seesection6.2.8

6.2.1Method of destroying private key
CA and PKI componentsautomatic destruction of all Private Keys in the HSM for alarm situations

Seesection6.2.7.
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CA and PKI componentplanned destruction of all Private Keys in the HSM

The External Erase circuit of the HSM is used to immediately zamizeenderuseless all keys stored in the HSM
and thus effectively destroyinglahe private keys in that HSM. This procedure is applied when an HSM is to be
removed for repair, replacement @ecommissioning@r when the HSM needs to be-maitialized.

CA and PKI componentselective destructionof a Private Key in the HSM

Private keys are selectivetlestroyed if the keyassignmentis deleted in the configuration of the CA or PKI
O2YLRYySyGo® 2 KSy  1S& Ay GKS I {a Aa RStSGSRZ (KS N5
as del¢éed which immediately deactivates the key and makes it unavailable. The key will also be zeroized and
deleted from the HSM memory.

Private keys foiSecure Cryptographic Devise

The private keyan be blocked or even decommissioned (irreversibly blodkgedpeatedly providing an incorrect
PIN code or incorrect biometric authenticatioA.Secure Cryptographic Deviogay have a special function to
(irreversibly) block, decommission or erase a key.

6.2.11Capabilities and Rating of tl@&yptographic Module

TheHSM complies with the technical requirement CEN EN 319 411 part 1 under the Europakatidtegn
Electronic Identification and Trust Services for Electronic Transactions in the Internal Kfaf&eed to as the
elDAS electronic Dentificationand Auhentication Services) was publishedRegulation (EU) No 910/200428
August 2014,

TheHSM is certified FIPS X20evel 3 and meets the ovelaéquirement applicable to this level:

FIPS 142 Security Requirements Section FIPS 142 Level

Cryptogragic Module specification

Module Ports and Interfaces

Finite State Model

3
3
Roles, Services and Authentication 3
3
3

Physical Security

Operational Environment not applicable

Cryptographic Key Management 3
EMI/EMC 3
SelfTests 3
3
3

Design Assurance

Mitigation of Other Attacks
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6.3 Other aspects of key pair management

6.3.1 Public key archival

ZETES T&HRintains arinternalarchive of all CA public kegad all public keys certified by tETES T&Rialfied
CAin the form ofthe certificates that contain the public key.

6.3.2 Certificate operational periods and key pair usage periods

The ZETES TSBualified CA will not issue certificates that exceed the certificate expiration date of the CA
certificate.

The key usage period of a CA/ke aligned with the expiration date / lifetime of the certificates issued with that
key.

6.4 Activation data

Activation data for the CA and for OCSP

All activation data such as PIN codes, passwords and passphrases and activation assets such as smeartcards a
securely stored in multiple locations in locked compartments of safes in a secure vault.

Activation data and thassociatedactivation assets are seggated, i.e. are assigned different custodians, and
are stored in separate storage compartments éaich custodian.

Where relevant, activation data such as passwords and passphrases are split in parts and each part is assigned to
a different custodian.

Strict rules for the length, syntax, structure and content of the activation data ensure that tivatzmh data for
critical assets is netrivial and contains sufficient variation.

Activation data forSecure Cryptographic Devise

Activation data forSecure Cryptographic Devifa Subjects or for RA/SRA personnel consist of PIN codes, PUK
codes or araderived from the biometric characteristics of tf&ubject(e.g. fingerprint for biometric Match on
Card). PIN codes and PUK codes are provided tSubgectin a protective tampeevident container such as a PIN
letter and/or sealed envelope.

6.5 Computersecurity controls

ZETES TSP ensures that computer security controls are implemented according the technical standard ETSI EN 319
411-2. ZETES operates its both sites involved with TSP activities according 1SO 27001 requirements. The
Implemented Informatia Security Management System includes several controls related to computer security

and a.o. :

1 Firewalls to protect theZetesTSP internal network domain from unauthorized access and to prevent all
accesses and protocols that are not required for tiperation of the TSP
T /2y0iNRt 2F &aSyaridradsS RIGF aG2NBR 2y aRSY26Af A1 SR
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1 Local network components are kept in a secure environment and their configuration is periodically
checked

1 Use of multifactor authentication for account capahb issue certificates

1 Enforced access control to modify disseminated information regar@irgjified Certificates. The site for
disseminatiorprovideshttps protocol for read access (see section 2)

1 Enforced access control to modify revocation status information through a mutual SSL authentication
between the CAandthe OCSP server and between CA and the CRL gidvligafrastructure.

1 Access control, intrusion detection system and CCTV monitorindetect, record and react upon
unauthorizedphysicalaccess to its resources

6.6 Life cycle technical controls

6.6.1 System development controls
Implemented in compliance with ETEN 319 411

6.6.2 Security management controls
Implemented in compliance with ETEW 319411

6.6.3 Life cycle security controls
Implemented in compliance with ETESW 319 411

6.7 Network security controls

Zetes regards to the CA activities ensures the maintenance of ddvighnetwork of systems security including
firewalls. Network intrusions are omitored and detected.

The network segment for the Qualified CA servers

9 isprotected by a dedicated firewall

9 is protected by thegeneral firewalls and intrusion detection system of thETESecure facility for PKI
and smartcard personalisation,

91 issegegated from other internal networkegments and uses dedicated network switching equipment.

The CAserversfor the Quaified CA only accept encrypted connectioft®nfidentiality) and require strong
authenticationand mutual authenticatiofior access bydministrators, operators anfibr access by othesystems
that connect to the CA serverStrong autentication is implemented by mearmnd certificatesthat are issued by
the internal managemen€CAof the CAinfrastructure itself

Itis prohibitedtoacce @ aSyaAdA @S /! NBaz2da2NOSa AyOfdzZRAy3a /! RIFGE

Detailed description of the network security controls is available in internal confidential documeBET&S TSP
and/or Zetes.
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6.8 Timestamping

Not applicable.
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7.1 Certificate profile

Overview of theZETES TSRualified CAnierarchy

ZETES T$®ot CA 001
|  Subject serialNumber = 001
| certificate serial numbeF 02 54 1A A9 507 CE 1F
| { I mi KdzY 6 LINBE3YD2 95[FC 6D 8B 9B 37 56 50 BF 8Z1A ED 50 4E 1A
I

---- ZETES TSPualified CA 001
Subject serialNumber = 001
OSNIATAOII (i S382GHENOC 74 ECAVAY 6 S NJ r
SHA1 thurbLINJ ¥6(98 DC 47 F4 F5$%6C 56 03 24 E1 98 A7 ED 38 E2 9D
Note: theSubject Certificate profiles are provided in the applicable CP.
Certificate profile for the ZETES TSpualified CA

Tablel ZETES TSP QUALIFIEB@Hktificate Profile for ZETES TSP QUALIFIEIDOAot-signed certificate

certificate profile
ZETES TSP QUALIFIEDQA root-signed certificate
version 1.0
ATTRIBUTES
Version - 0x02(= X.509 certificate version 3)
Serial Number - 38 20 EE 9C 74 EC471
< 64bit random number > compliant with CA/B Forum requirements, valida
to ensure uniqueness of the certificate serial number, compliant with RFC
and X.690
Signaturealgorithm algorithm - sha256WithRSAEncryption
Signature Value - < the signature created by the CA >
SubjectPublicKeylnfo | algorithm - RSA4096
subjectPublicKey - value of the public key
Validity notBefore - 20/05/2016 (20 May 2016)
notAfter - 20/05/2026 (20 May 2026)
Issuer serialNumber - 001 (the 3-digit serial number of ZETES TSP ROOT A 001
commonName - ZETES TSP ROOT CA 001
organizationName - ZETES SA (VAT848425626)
countryName - BE
Subject serialNumber - 001(the 3digit serial number of ZETES TRALIFIED CA Q01
commonName - ZETES TSP QUALIFIED CA 001
organizationName - ZETES SA (VAT848425626)
countryName - BE
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EXTENSIONSAuthority Properties

authorityKeyldentifier | keyldentifier 38 BC 5C 30 54 DCHR 20 EF EE 6F 41306E 5&D 8B 75
authoritylnfoAccess accessMethod Id-ad-2
OID 1.3.6.1.5.5.7.48.2
{iso(1) identifiedorganization(3) dod(6) internet(1) security(5) mechanisms
pkix(7) ad(48) calssuers(2)}
accessLocation 711111 http://crt.tsp.zetes.com/ZETESTSPROOTCAOQO1.crt
accessMethod ld-ad-1
OID 1.3.6.1.5.5.7.48.1
{iso(1) identifiedorganization(3) dod(6) internet(1) security(5) mechanisms
pkix(7) ad(48) ocsp(1)}
accesslLocation http://ocsp.tsp.zetes.com

CRLDistributionPoint

distributionPointNam
e

fullname

http://crl.tsp.zetes.com/ZETESTSPROOTCAOQO1.crl

EXTENSIONSSubject Properties

subjectKeyldentifier

keyldentifier

E2 B4 DB 5F 6A OF®254 D5 1D EF D2 78 72 21 95 46 2B

EXTENSIONSPolicy Properties

keyUsage

KeyCertSign

true

CRLSign

true

certificatePolicies

policyldentifier

0I1D=2.5.29.32.0AnyPolicy]

policyQualifierID

ld-qt-1 CP$

qualifier

https//repository.tsp.zetes.com

policyQualifierID

Id-qt-2 User Noticg

DisplayText ZETES TSP CPS for NCP+ and QCP+ certificates
basicConstraints subjectType CA(CA=true)
pathLengthConstraint 0
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7.2 CRL profile

Generic CRL profile for consolidated CRL:
Table2 ZETES TSP QUALIFIEBQF profile

CRL profile
ZETES TSP QUALIFIED CRL
version 1.0
ATTRIBUTES
Version - | MS 2
Signaturealgorithm algorithm - | MS sha256WithRSAEncryption
- | MD < the signature created by ZETES TSP QUALIFIBD>CA
Issuer serialNumber - | MS 001(the 3digit serial number of the GA
commonName - | MS ZETES TSP QUALIFIEDGIA
organizationName - | MS ZETES SA (VATB48425626)
countryName - | MS BE
thisUpdate - | MS <time of issue>
nextUpdate - | MS <time of issue + 1 day>
Revoked Certificates userCertificate - | MD <certificate serial number>
revocationDate - | MD <revocation time>
crlEntryExtension - | MD <reason for revocation> included for every certificate
reasonCode
CRL EXTENSIONS
Freshest CRL distributionPointNa | - | MS http://crl.tsp.zetes.com/ZETESTSPQUALIFIEORAlelta.crl
me
fullName
Authority Key Identifier - | MS SHAL of the public key of the CA
CRL Number - | MD assigned by the CA

Generic CRL profile for delta CRL
Table3 ZETES TSP QUALIFIEBdehka CRL profile

CRL profile
ZETES TSP QUALIFIED @dlta CRL
version 1.0
ATTRIBUTES
Version - | MS 2
Signaturealgorithm algorithm - | MS sha256WithRSAEncryption
- | MD < the signature created by ZETES TSP QUALIFIBD>CA
Issuer serialNumber - | MS 001 (the 3-digit serial number of the GA
commonName - | MS ZETES TSP QUALIFIEDQIA
organizationName - | MS ZETES SA (VATB4D8425626)
countryName - | MS BE
thisUpdate - | MS <time of issue>
nextUpdate - | MS <time of issue + 1 hour>
Revoked Certificates userCertificate - | MD <certificate serial number>
revocationDate - | MD <revocation time>
crlEntryExtension - | MD <reason for revocation>included for every certificate
reasonCode
CRL EXTENSIONS
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Authority Key Identifier - | MS < SHAZ1 of the public key of the CA >
delta CRL Number - | MD <incremental numler assigned by the CA >
delta CRL Indicator c | MD < assigned by the CA , it is the BaseCRLNumber (the number of the
CRL to which the delta CRL belongs) >

7.3 OCSkRertificate profile

Generic certificate profile for ZETES TSRualified CA OCSP responder certificate:
Table4 ZETES TSP QUALIFIED@HAtificate Profile for OCSP responder

certificate profile

ZETES TSP QUALIFIED ©ESP responder certificate

ATTRIBUTES
Version - | MS 0x02(= X.509 certificate version 3)
Serial Number - | MD < 64bit random number > (compliant with CA/B Forum requiremen
validated to ensure uniqueness of the certificate serial number, compl
with RFC 5280 and X.690
Signaturealgorithm algorithm - | MS sha256WithRSAEncryption
Signature Value - | MD < the signature created by ZETES TSP QUALIFIBD>CA
SubjectPublicKeylnfo algorithm - | MS RSA2048
subjectPublicKey - | MD < value of the public key >
Validity notBefore - | MS < certificate validity startlate >
notAfter - | MS < certificate validity start date + 1 year >
Issuer serialNumber - | MS 001 (the 3-digit serial number of the ZETES TSP QUALIFIED)CA
commonName - | MS ZETES TSP QUALIFIEDQQA
organizationName | - | MS ZETES SA (VATB4D8425626)
countryName - | MS BE
Subject commonName - | MS ZetesTSPQualifiedCA0010OCSP
organizationName | - | MS ZETES SA (VATB48425626)
countryName - | MS BE

EXTENSIONSAuthority Properties

authorityKeyldentifier | keyldentifier [ - [ Ms

SHAL hash of the publigey of the CA (as specified in RFC 5280)

EXTENSIONSSubject Properties

subjectKeyldentifier keyldentifier - | MD 4-bit value 0100 + least significant 60 bits of the SH#ash of the value of
subjectPublicKey bit string (tag, excluding the lengthrmunaber of unused
bit-string bits), as specified in RFC 5280.

EXTENSIONSPolicy Properties

keyUsage DigitalSignature c| MS true
enhancedKeyUsage OCSP Signing c | MS true
OCSPNoCheck - | MS null
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Besides the supervision by the Belgi@apervisory Body (FOD Economie, Algemene Directie Kwaliteit en
Veiligheid, ZETES TSP through its PMA organizes with regards to its @setivompliance audit to ensure that
it meets requirements, standards, predures and service levels according to this CPS.

8.1 Frequency or circumstances of assessment

%9¢9{ ¢{tQ vdza ftAFTASR /SNIAFAOIGSa Aaadza yOS LINROSaa
processes will be audited at least once a year fongilance with

- GKS LINBaSyd /t{ YR FLLNBLNARIGS /tQaod

- the technical standards ETSI 34®1 and ETSI 3¥#11-2

The PMA reserves the right to organize further audits e.g. in the context of changes in the infrastructure, changes
in the arganisationor securityincidents.

8.2 Ildentity/qualifications of assessor

Complianceaudits will be performed by a Conformity Assegnt Body as defined in point 13 of article 2 of
Regulation EC N°765/2008 and compliant with the CA/B Forum requirement for qualified raud#oper
CA/Browser Forum version 1.3.4 (March 2616) section 8.2.

8.3 Assessor's relationship to assessed éwnti

To carry out the audits there will be an independent auditor appointed who will not be affiliated directly or
indirectly in any way with th€SP.

8.4 Topics covered by assessment

The planned annual audit coverbut is not limitedtoc I £ f | & LIS O

|
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8.5 Actionstaken as a result of deficiency

Detected deficiencies and nesonformities will be reported to the PMA imriting. Additional oral comments and
clarifications can be provided by the auditor.

The PMA will assess the severity and the extent of the detectdididncies. In accordance with the auditor, the
PMA will determine the time frame and the actions to be conducted to rectify the deficiencies.

A followup audit to verify the effectiveness of the actions conducted can be decided by the PMA to ensure
compiance.
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8.6 Communication of results

Audit report and findings are communicated by the auditor to the audited entities and to the PMA.

In some circumstances, e.g. suspicion of internal fraud, the auditor will not disclose his findings to the audited
entity.

Audit report and findings will list all detected deficiencies with their level of severity but without disclosing a
information that could be used to attack the system.

. @ RSTldzf G FdzRAG NBLRNIA FNB Of | aaaeditoBBwbhadgis. £ SOSt 4/
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Thepresent CPS, the relevant CP and the Subscriber Agrearoestitute the main set of terms and conditions

F2NJ GKS LINRPGA&AAZ2Y YR dzaS 2F %9¢9{ ¢{t vadafdniaffoA SR /!
about the conditions of use of ZETES TSP Certificates, the rights and obligations of ZETES TSP, the Subscribers ant
Relying Parties, including the duration and termination conditions, their liability, the claim process, or the
applicable lav and jurisdiction.

The sections belovas well as the relevant QiRtovide useful information about certain terms and conditions
IJ2@0SNYAy3a (GKS LINPGAAAZ2Y 2NJ dzaS 2F %9¢9{ ¢{t vdzZ tAFAS

9.1 Fees

Commercial agreememtrediscussed and agreed casedage with every Subscriber before Subscriber Agreement
can be signedSee applicable Br more details

9.2 Financial responsibility

9.2.1 Insurance coverage

Each PKI Participant not being a Subscriber or a Relying Party BETHeS TSpualified CA shall contract an
insurance policy covering the risks identified in the insurance policy with respect to their services and maintain a
sufficient amount of insurance coverage for its liabilities to other Participants, including SubscrideRelging
Parties.

The liability oZETES T®Rualified CA towards the Subscriber or a Relying Paaty be limited according to the
applicable CP

9.3 Confidentiality of business information

9.3.1 Scope of confidential information
Seethe applicableCP

9.3.2 Information not within the scope of confidential information
For the avoidance of any doubt, the following information is not considered as confidential:

9 the information published in a ZETES TSP Qualified CA issued Certificate
1 the revocation records of ertificate
9 this Certification Practice Statement

9.3.3 Responsibility to protect confidential information
Seethe applicableCP
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9.4 Privacy of personal information

The ZETES TSP Qualified CA operates within the boundaries of the Belgian Law of 8 DecenobePi@8&/
Protection in relation to the Processing of Personal DAtad conform the Law ofl3 June 2005 concerning the
processing of personal data and the protection of privacy in the electronic communications sector.

See applicable CBubscribeAgreementor Subject Agreemerfor more details.

9.5 Intellectual property rights

Any and all intellectual property rightsIBR (@including title, ownership rights, database rights, and any other
AyiSttSOlhdzk £ LINRLISNI @ NR Hidhtésofierirgyandid@cenieiftatian priother maztefials ¥ A S R
developed or supplied in connection with that offering, including any associated processes or any derivative works,
are and will remain the sole and exclusive property of Zetes or its licensors.

NorBKGA IINB INIYGISR o0& %9¢9{ ¢{t Ay NBaLISOl 2F %9¢9{
expressly granted under this Certification Practice Statement or elsewhere in the Subscriber Agreement.

9.6 Representations and warranties

See applicdle CP.

9.7 Disclaimers of warranties

See applicable CP.

9.8 Limitations of liability

See applicable CP.

9.9 Indemnities

See applicable CP.

9.10Term and terminationof the present CPS

9.10.1Term

This CPS and any amendments hereto shall become effective after publicati@Repository and in accordance
with section 9.12.2 and shall remain in effect perpetually until terminated in accordance with this Section 9.10.

9.10.Z2Termination

This shall remain in force until it is amended or replaced by a new version in accordantgsvhction 9.10.
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9.10.Fffect of termination and survival

The conditions and effect resulting from termination of this CPS will be communicated via the ZETES TSP web site
upon termination. That communication will outline the provisions that may survive teatiain of this CPS and

remain in force. The responsibilities for protecting business confidential and private personal information shall
survive termination, and the terms and conditions for all existing Certificates shall remain valid for the remainder

of the validity periods of such Certificates.

9.11Individual notices and communications with participants
See applicable CP.

9.12 Amendmentsto the present CPS

9.12.1 Procedure for amendment

ZETE$SRacting as CSP is responsible vi®aicyManagement Authority (PMA) for approval and changes of the
present CPS.

The only changes that the PMA may make to these CPS specifications without notification are minor changes that
do not affect the assurance level of this CPS, e.g., editortgpographical corrections, or changes to the contact
details.

Errors, updates, or suggested changes to this document shall be communicated as identified in the present CPS
section1.5.4.Such communication must include a description of the change, a ehastfication, and contact
information of the person requesting the change.

ThePMAshall accept, modify or reject the proposed change after completion of a review phase.

9.12.2 Notification mechanism and period

All changes to the present CPS under consitilen by the PMA shall be disseminated to interested parties for a
period of minimum10 days. The date of issuance and the effective date are indicated on the title page of the
present CPS. The effective date will be at |@adys later than the date qfublication.

9.12.3 Circumstances under which OID must be changed

Changes to this document that are limited to editorial corrections and typographical corrections or that do not
entail significant effects for the relying parties, subscribers or subjects, @rsidered minor changes. Minor
changes result in the update of the minor version number of the document but do not require a new OID. Major
changes are changes that have a significant impact on the acceptance of the certificates and/or on the intended
useof the certificates and will require an update of the major version number of the document and a change of
the OID.

9.13Dispute resolution provisions

See applicable CP.
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9.14 Governing law

The Belgian laws shall govern the enforceability, construction, inteapogt, and validity of the present CPS
(without giving effect to any conflict of law provision that would cause the application of other.laws)

9.15Compliance with applicable law

The present CPS and provision of CA certification services are complielevant and applicable laws of Belgium
(including the directly applicable Regulation (EU) No 910/2014)

9.16 Miscellaneous provisions

See applicable CP.

9.170ther provisions

Not applicable.
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