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About Zetes SA

Founded in 1984, Zetes is arternational group highly specialised in identification and mobility solutions. Our
head office is located in Brussels and our team is made up of more than 1,100 experts spread across 20 countries
in the EMEA region.

ZETES SA is a private enterprise jpo@ted in Belgium. Zetes SA is active in the areas of identification
documents, travel documents, biometrics and trust services including the issuance of certificates.

ff FTAdNIKSNI NBTFSNByOSa (2 a%SiSaé¢ A yunesKex@icithiR fafedzy Sy i
otherwise.

Zetes delivers people authentication solutions to governments, administrative units and public institutions,
based on technologies: biometrics, AFIS and smart cards. People authentication is used in the areas of people

registration, mass enrolment, data centralisation and validation, secure document production and electronic
voting.

Zetes is registered as follows:

Dutch language French language English language
Zetes NV Zetes SA Zetes SA
Straatsburgstraat 3 Rue de Strasbourg 3 Rue de Strasbourg 3
1130Brussel 1130 Bruxelles 1130 Brussels
Belgié Belgique Belgium

BTW BE 0408 425 626 TVA BE 0408 425 626 VATBEO408 425 626

Under Belgiataw, NV (DutchNaamloze Vennootschaphd SAFrenchSociété Anonymeare equivalent terms.

About ZETES T®Rsiness unit

Within ZetesSA,the business unit Zetes CardS provides card personalisation services and fulfilment services to
governments, the financial sector and private organisations.

In 2016, Zetes Trust Services Provid@ETES THRas established as an operational business unit within Zetes
SA to provide certificate services and trust services for governments, the financial sector and private
organisations.

ZETES T®Perates its own PKI infrastructure and acts as a Certification Service Provider (CSP) as defined in the
Belgian Law of 9 July @D which implements the European Directive 1999/93/ECaddommunity framework
for electronic signatures.

The ZETEBSP hierarhy of CAs consist of a roGAwhichissuescertificates to susCAs operated bYETES TSP
amongst which te ZETEBSRQualified CAThe present document is the CertificatiBractice Statemenrfor the
root CA.
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1.1

Overview

ZETES TSP operateslav2l CA hierarchy. The top level is madéhef ZETES TSP Root CA that issues certificates
to subordinate CAs. Currently the second level of the hierarchy is made of a subordinati@g Normalized
Certificates and Qualified G#icates to Subjects.

This CertificationPractice Statementpplies to the issuance @ACertificatesby the ZETES T3®ot CA The
Zetes TSP Root CA only issues certificates to subordinate CAs that are part of the Zetes TSP PKI.

The provision and usef CACertificates issued by ZETES R868t CAare govened bythe presentZETES TSP
Root CACertificationPractice StatementCPS)

The provision and use afnd-entities Certificates issued by ZETES TSP subordinate CA are governed by the
related Certification Practice Statement (CR®)d are out of scope of the present documerBy default, the
information related toZETES TSP subordin@t&s and/oend-entities certificates ishus provided in the related
documentation. The present document may pecify information related to ZETES TSP subordinate CAs
certificates when needed for the sake of clarity or of conformity to the RFC 3647 Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework.

Conformity with REE 3647

This CPS conforms to the Internet Engineering Task Force (IEBe4RfF&@Meworkandtemplate for Certificate
Policy and CertificatioRPractice Statementonstruction. It contains information pertaining to the CA practices,
including amongst otherthe PKI (CA and related components) certificate profiles, applicability and management
lifecycles.

Non-disclosure

Section 3.6 of the RFC 3647 and clause 5.2 of the ETSI EN 2A9rdYide for the use of references to divide
disclosures between publiégnformation and security sensitive confidential information. For reasons of
confidentiality, ZETES cannot disclose all details on controls in this CPS, but instead irefleideates to
internal detailed documents. These documents will only be madeadlaito duly authorised auditors.
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1.2 Document name and identification

¢ KA & R2 OdzY S yZETEBSFROOICACICStReatibriPBctide Statemef) d

Theunique OIDfor this CertificatiorPractice Statemenis:

dotted notation 1.3.6.1.4.147718.2.1.1.1

full notation {iso(1) identifiedorganization(3) dod(6) internet(1) private(4) enterprise(1) zetes(47718)-ts¢B)
cq1) cert practicestatement(1) roota(l) }

1.3 PKI participants

In the context of issuing CA Certificates, ZETES TSP is acting as the Certification Service ProdA&arHE ISP
operates a devel CA hierarchy. The top level is made of the ZETES TSP Root CA that issues certificates to
subordinate CAs. Currently tisecond level of th&€Ahierarchy is made of a subordinate CA issuing Normalized
Certificates and Qualified Certificates to Subjects.

ZETES$Shhas final and overall responsibility for the provision of the ZHBESC fertificates offering, namely:

9 the provision servicequipment, infrastructure and personnfdr the subordinate CA

1 supervision and operation of equipment, infrastructure and personnel for the subordingte CA

91 the certificate generation servicethrough the ZETEESHRootCertificationAuthority,

1 the RegistrationManagement 8rvices throughthe ZETE$SRrusted persons in charge of the management
of the PKI and under the responsibility of tAETES TSP Policy ManagenieNtA)

1 the Suspension an®&evocation Management Servigdisrough the ZETEBSPRrusted persons in charge of
the management of the PKI and under the responsibility ofABFES TSP Policy Managen(RiA),

1 the Revocation Status Information Service (providing Certificate validity status information),

1 the DisseminatiorServices.

ZETES TSP is only one of several PKI participants. The PKI participants are all the legal entities who are involved in
any of the processes and activities of ZETES TSPCastification Service ProvideCEP and/or who are

impacted by the use of certificates issued by ZETES TSP acting as a CSP. All participants adhere to or are bound
by theCertification PacticeStatements and Certificate Policies that are maintained by ZETES TSP.

ThePKI participantsconerned by the wholeCAhierarchy,are defined as follows:

Subscribers For the top level of theCAhierarchyconcerned by the
present CPSthe Subscriber is ZETES , T&#er and
operator of a subordinate CA.

For the secondlevel of the CA hierarchy, the
Subscriber isan organization that enters into
contractual agreement with ZETES TSP on beha
Subjects

Subjects For the top level of theCAhierarchy concerned by the
present CPS subjects are ZETES TSP Certifice
Authorities(i.e. a subordinag CA)

For the secondevel of the CAhierarchy subjects are
natural persons whose identity or identifier is encodg¢
in the end user certificate issued by a CA. A Sub
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adheres to a Subscriber.

Relying Parties

Third parties who rely on the validity tfie certificate
issual by the Chnierarchy.

CA- Certification Authorities

Certification Authority which issues certificates
Subjects(on request of the RAor the second level o
the hierarchy, and on request of the PMA for subje
that are CAp

Publication and Repository Services

Online publication of documents such @ertification
Practice Statements, Certificate Policies, Certificat
Terms and Conditions, certificate validation data st
as root certificates, certificate revocation lists, etc.

ThePKI participantsspecifically concerned by the second level of @#hierarchy(which isout of scope of the

present CPSare defined as follows:

RA- Registration Authority

The entity representing the overall organisation
registration authority bodies. The RA as supervis
authority over the ERA, SURA and 1RA,
authenticates registrgon/certificate requests from
the SUBRA.

GRA- Central Registration Authorities

The central infrastructure hosted by ZETES TS
handles the registration and vetting of certifica
requests received from the SLBBAs. The KA
coordinates the certifiate creation process betwee
the Subject device/card personalisation services
Secure Subject Devices/Cards and the CA. It is the
part of the RA that is in direct contact with the CA
with the card personalisation infrastructure.

SUBRA- Subodinate Registration Authorities

The authority for the registration and vetting ¢
Subjects and certificate requests for a spec
Subscriber or group of Subscribers. The -R4Bis
usually associated with or part of the Subscriber.

L-RA- Local Registratin Authorities

A local representative of the SUHBA. The RA
performs the frontoffice registration tasks and firsi
line vetting of Subjects.

SRA Suspension and Revocation Authority

The entity representing the overall organisation
suspension and Recation authority bodies. Ha
supervising authority over the-8RA, SUBRAs and-L
SRAs, authenticates suspend/revocation requests fi
the SUBSRASs.

GSRA- Central Suspension and Revocation Authorit

The central infrastructure at ZETES TSPpfocessing
suspension and revocation requests, disseminatior]
certificate status information. It is the only part of th
SRA that is in direct contact with the CA.

SUBSRA - Subordinate Suspension and Revocat
Authority

The authority for the registition or initiation of
suspension and revocation requests for a spec
Subscriber or group of Subscribers. The -SBR ig
usually associated with or part of the Subscriber.

L-SRA- Suspension and Revocation Authority

A local representative of the SEHERA who performs
the front-office request procedure and vettin

1.0
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procedure for a Subject requesting suspension o
revocation of the dzo 2 QMificaded

Subject Device Provisioning Services The Subj@li 5S@AO0OS Aa |t a
a{{/ 5¢ F2NJ { SOdzNB {
av{/5¢ F2N) vdzr t ATASR {A

ZETES TSP supplies the device to the Subscriber
Subjects. The device is usually a PKI smartcard bu
also k& another form factor such as a USB PKI devic

more commonly referred to as

Card Provisioning Services

Subject Device Personalisation and Delivery Servicqd Card personalisation services by Zetes CardS, i.e
process of printing the ard body, encoding the chi
and generating the cryptographic keys on the cH
Card Personalisation and Delivery Services printing the PIN/PUK letter, etc.

more commonly referred to as

Card Delivery Services i.e. the process of distribu
the cards and PIN/PUK letters to ti&ibjectsand/or
card issuing points.

Within the context of thisCPSZETES T3Mfils all the following roles:

91 Certificate Aithority, as owner and operator of the root CA
Subscriberasowner and operator of the subordinate CA
Subject, i.e. the subordinate CA

Publication and Repository Services

= =4 =4

ZETES TSP being both CSP and Subscriber, there aeparate bodies folRegistration Authoritynor for
Suspension and Revocation Authordg such. Rather, there are a series of procedure put in placehe
issuance oPKI component certificates sucls the Root Chelf-signedcertificate, subordinate CA certificates
and certificates for certificate status validation services such as OCSP responder cettifibatss procedure
are undertaken by ZETES TSP persons in trusted roles, under multipld aodtrnder the responsibility of the
PMA such as further described in the present CPS and its related confidential and internal documentation.

1.3.1 Certification Authorities (CA)

Chsare responsible for:

9 Issuingcertificates;
9 Issuing CRLs (Certificate Revarat.ist) on a regular basis when a certificatestatus chang®ccurs;
1 Providing OCSP (dine Certificate Status Protocol) services

CurrentlyZETESSPRoperates a2-level CAhierarchyfor isalingNormalized Certificates anQualified Certificates

to Subjecs. ZETES TSP resertke right to add additional subordinate CA hierarchies under the ZETES TSP Root
CA in the futureThese gbordinate Chierarchies operate under the authority of ZETEST TSP and must adhere
to the terms and conditions of the GHor the Zetes TSP Root (Bach CA in a subordinate CA hierarchy under
the Zetes TSP Root CA has a dedicated &R®ted to the specific purpose of the certificate issued by that CA
hierarchy.
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ZETES TSP Root CA 001

[TSP]=1.3.6.1.4.1.477182 CPSOID =[TSP].L.1.1

ZETES TSP Qualified CA 001
CPSOID=[TSP].1.1.2

Certificate Policies OID branch [TSP].1.2.2

Figurel CA hierarchy

1.3.2 Registratiorand Revocation Authoritig§SRA)

Within the context of the Zetes TSP Root &llentitiesinvolved in the registration of a subjéstibscriberare
part of Zetes TSHhere is noRAbody as such, but wekn organisational structure and thefrastructure within
ZETES T®®Pperform as an RA arntfiat is tasked with thdollowing duties:

§ processi dzo 2 NR A ¥drtific&te request®

1 authenticate and validate th&ubordinate G\ and thecertificaterequestitself

1 act upon the result of tis validation andif approved,on the Zetes TSP Root CA infrastructure
o select the appropriate Certificate Profile
0 submitacertificaterequest tothe appropriate ROoCA
0 retrieve the certificate from the CA

For these duties,ite RAacts under direct authoty and supervision othe Zetes BP Policy Management
Authority (see sectioi.3.6).

1.3.3 Subscriberand Subjects

Zetes TSBs operator ofa Subordinate CAs the Subscriber
The Subject is the PKI Component entity that is certified by the Zetes TSP Rdtlo¢ SAbjects are either a

subordinate CA of Zetes TSP or a certificate status validation service of Zetes TSP, such as an OCSP responder.
1.3.4 Relying parties

The Reing Parties are thospartieswho are relying on &ertificate thatis issued by a CA belonging to a CA
hierarchy of the Zetes TSP PKI.
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1.3.5 Other participants

1.3.5.1 Disseminatiorand Repository Services

ZETES is operating the Dissemination Services (publication of Certiflerditiite StatementCertificate Policy,
Certificates Terms and Conditions, CA certificgtecertificate revocation listsand other related, public
documents).

Thisservicealso prwoiides access t@reviousversions of these documents (Certificatibtractice Statement
Certificate PolicyCertificatesTerms and Conditions).

Access to CRLs, CA Certificated OCSReertificate statusvalidation servicess made available to alRelying
Partieswithout restrictions.

The Dissemination and Repository Services are provided as described in s2aifaime present Certification
Practice Statement

1.3.5.2 RevocatiorManagementServicesand RevocatiorStatusinformation Services

ZETES iresponsible foroperating the Revocation Management Seed@nd the Revocation Status Information
Services (which provide Certifteavalidity status information).

1.3.6 ZETES T$Blicy Managemat Authority (PMA)

The PMA has overall responsibility for tR8FServices.
The PMA is the higlevel management body withirfal authority and responsibility for:

(a) Specifying and approving the PKI infrastructure and practices.

(b) Approving the CertificatiorPractice Statemenaind the related certificate policies, as well as other
declarations of practices and policies for otffe&d services when applicable (e.g. time stampitrgctice
Statementand policies).

(c) Defining the review process for, including responsibilities for maintaining, the CertificRtiactice
Statementand the related certificate policies, as well as other declarations of practices and policies for
other PKI services when applicable (e.g. time stampiagtice Statemerdnd policies).

(d) Defining the review process that ensures that applicable certifipalecies, and other relevant policies
when applicable, are supported by tfgactice Statemelfs).

(e) Defining the review process that ensures that the PKI authorities, including certification authorities
(CAs) and other authorities when applicable (e.g.etistamping authorities; TSAs), as well as all
component service of the PKI, properly implements the applicable practices, policies and procedures.

(H When applicable, authorising part or all component service of the PKI to be provided and/or operated
by third parties and the applicable terms and conditions.

(g) Publication to theSubscribes and Relying Partieof the relevant declaration of practices and of
policies.

(h) Continually and effectively managing PKI related risks. This includes a responsibility thcphyioe
evaluate risks to ensure that the controls that have been defined remain appropriate, and a
responsibility to periodically review the controls as implemented, to ensure that they continue to be
effective.

() Specifying crossertification or mutuakecognition procedures and handling related requests.

() Defining internal and external auditing processes with the aim to ensure the proper implementation of
the applicable practices, policies and procedures.

(k) Initiating and supervising internal and exteraaldits.

() Executing the audit recommendations.
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(m) Undertaking any action it considers necessary to ensure the proper execution of the above areas of
responsibility.
(n) Defining the scope of the PKI related service offering, among others by:

1) Defining the certificte classes to be supported by the PKI;
2) Defining the PKI related entities that will be registered by or under the responsibility of the RA.
3) Defining the needs for policies that are to be followed for each of the certificate classes;

(o) Ensuring that practicefor each of the above mentioned entities are defined and implemented in a
manner that is consistent with this document;

(p) Mediating in disputes involvin§ubscribes and/or entities that have been registered by the RA and the
entities that have been implemeed by or under the responsibility of théSP

(q) Initiating when appropriate highly sensitive PKI operations such as CA root key revocation and renewal
or termination of the PKI service.

1.4 Certificate usage

1.4.1 Appropriate certificate uses

The appropriate certifiate usage is describedtime presentCPSor all PKI components certificates.

TKS /! dzaSa LINAGFGS aArA3ayiay3ad 1Seéa FyR (KS NBMRLSaBR OSNJ
PKiservices certificatege.g. sub-CA's, OCSP server)aiccordance with the intended use of each of these keys.

Other usages are restricted.

It is the responsibility of théSubjectto use the certificates accordingly. It is tiaibjecQ & 2 Slbsdrike a
responsibility to use software appétions that corretly interprets, displays and uses the information and
restrictions encoded in the certificates, such as but not limited to key usage, limited liability per transaction, etc.

It is the responsibility of theSubscriber the Subjectand the Relying Partyto decide for which purpose the
certificates are considered trustwthy. ARelying Partynust alvays take into account the level of assurance
andother information in thepresentCPSthe QCA CRSdrelated CR before deciding on the applicability of the
certificate.

1.4.2 Prohibited certificate uses
Any usage of a certificatether than the usagexplicitly allowedn the CPS anthe CR is prohibited.
RootCA

The use of the RoeTA certificate to sign enrentities certificates is prohibitedto the exception of internal
certificates used to secure the PKI.

Subordinate CAs
Subordinate CAof Zetes TSP & Ol yy2{ AaadzS /! Qa OSNIAFTAOIGSa®

1.5 Policy administration

1.5.1 Organization administering the document
The present document is administered thye ZETES T$®licy Management Authority (PMA).

The PMA includes senior members of management as well as staff responsible for the operational management
of the ZETES T®KI environment.
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1.6

1.5.2 Contact person

All questions and comments regarding the presdatument should be addressed to the representative of the
Policy Management Authority (PMA):

Contact address: pma@tsp.zetes.com

Postal address: Straatsburgstraat 3 3, rue de Strasbourg
1130 HAREN 1130 HAREN
BELGIE BELGIQUE

Telephone nr: 0032 2 7287 11

Web site: http://tsp.zetes.com

1.5.3 Persondetermining CPS suitability for the policy
The PMAdetermines the present docume@itsuitability for theZETESSP certification services

1.5.4 CPS approval procedures

The PMAis responsible for the approval of the CHBe existing ZETES Change Control mechanism will be used
to trace all identified changes to the content of this CertificatRmactice Statement

This CertificatiorPractice Statemenshall be reviewed in its ¢inety every year or when majochangesare
implemented.

Errors, updates, or suggested changes to this Certificdiactice Statemenshall be communicated to the
Policy Management Authority.

Definitions and acronyms

1.6.1 Acronyms

ARL Authority Revocation List

CA Certificate Authority

CP Certificate Policy

CPS CertificationPractice Statement
CRL Certificate Revocation List
CsP Certification Service Provider
DN Distinguished Name

HSM Hardware Security Module
LRA Local Registration Authority
OCsP Online Certificate Status Protocol
OoID Object Identifier

PKI Public Key Infrastructure

PMA Policy Management Authority

1.0 © 2016¢ Zetesc All Rights Reserved p.16
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1.6.2 Defintions

Activation Data

Certificate

Certificate Revocation List

Hardware Security Module (HSM)
Qualified Certificate

Relying party

Data values other than whole private keys that are required to oper
private keys or cryptographic modules containing private keys, such
PIN, passphrase, or portions of a private key used in aspdying
scheme. Protection of activation data pexts unauthorised use of the
private key.

A unit of information contained in a file that is digitally signed by 1
Certification Authority. It contains, at a minimum, the issuer, a public
and a set of information that identifies the entity that holds the priva
key corresponding to the puiolkey.

A signed list of identifiers of Certificates that have been revok
Abbreviated as CRL. It is made available by the CA to Subscriber
Relying Parties. The CRL is updated after each Certificate revoc
process.The CRL does not necessarily contain identifiers of revc
Certificates that are past their validity date (that is, expired).

Hardware Security Module. An electronic device offering secure key
generation and storage, and implementing cryptographic operatit
using the stored key pairs.

A Certificate which meets the requirements laid down in Annex | of
Directive 1999/93/EC and is provided by a Certification Service Pro
who fulfils the requirements laid down in Annex Il of that Directive.

Person or organisation d@og upon a Certificate, typically to verif
signatures by the Subscriber or to perform encryption towards -
Subscriber. The Relying Party relies upon the accuracy of the bir
between the Subscriber public key distributed via that Certificate and
identity and/or other attributes of the Subscriber contained in th
Certificate.

In the context of thiertificationPractice StatementRelying Parties are
as further defined irsection1.3.4

Subscriber Person or organisation contracting with the Certification Authority, -
being issued one or more Certificates.
In the context of thicertificationPractice Statementhe Subscribers are
asfurther defined in sectiori.3.
1.0 © 2016¢ Zetesc All Rights Reserved p.18
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2.1 Repositories

ZETESSPoperatesservice24/7 for the publication of information for Subscribes, Subjecs andRelying Parties

The CA certifates and certificate status information is made available in formats and through protocols that
supportautomated certificate vatiation by standarecompliant software applications.

The same information is also available for manual download from ZBEFES TSReb site. Supporting
information such a the various (versions JfCertification Pactice Statementdocuments, Certifiate Policy
documents etc. are also availabfer downloadfrom the same web site.

The complete overview of online repositories and services is as follows:

http://tsp.zetes.com This URkefers to the welcome page of the web site WETES TSP
https://tsp.zetes.com This web site provides

1 general information about Zetes SAdathe ZETES T3Risiness
unit

1 announcement&nd notifications

1 a section withtechnical support and documentaticend software
downloads for users of the cards and/or certificates thate
issued bZETES TSP

1 a section with user friendly web pagesfor downloadng
documentssuch as the terms and conditions, certificate polici
etc.

i a section withuser friendly web pges for downloadingCA
certificaes and certificate revocation listthe URLs for thse
download pages arestied further down in this table)

1 a contact page

https://repository.tsp.zetes.com | This URL refers directly to the page for downloading documanthk as the

1 CertificateTerms andConditions,
9 Certification PPactice Statemens,
1 Certificate Policies,

1 etc.

http://crt.tsp.zetes.com This URL refers to

1. awebpagefor manualinteractive download of CA certificates
2. aserver for automated direct download GfA certificates

(the direct download link is encoded in the certificates)
http://crl.tsp.zetes.com This URL refers to

1. awebpagefor manualinteractive download of ARL drCRL
2. aserver for automated direct download of ARL and CRL
(the direct download link is encoded in the certificates)

http://ocsp.tsp.zetes.com This URL refer® the OCSRervice for immediate online certificatatus
checks.The OCSP service is synchronised with the latest CRL to p
answers and checks the expiration before the revocation.
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Publication of certification information

Availability

Availability of the document repository and the combined CGBphository is designed to exceed 0% of
business hoursdefined as 24 hours per day, seven days per week, exgjyddanned maintenance periods.

Planned maintenance periods will be announcechtip://tsp.zetes.comat least 24 hours in advance.

In case of unavailability due to an act of Gdallure of infrastruture outside the control oZETES TSP any
other reason, Zetes SA shall make best envders to reinstate availdlity of the service within 5 working days.

Publication ofCAcertificates inarepository
ZETES TS#s a matter of policy, publishes its CA certificétess public certificate repository:
http://crt.tsp.zetes.com

These certificates can be downloaded malty by or automatically by software applications. The fingerprint
information for these certificates are statéd the CertificationPractice Statemermdocumentfor the CA

The fingerprint information for the Zetes TSP Root CA is printed in secfidrof this document.

Relying parties who wish tealidatethese valuesefore installing the CA certificatesan obtain outof-band
confirmationwithin 3 working daysia

info@tsp.zetes.com

Certificate Status Information
Certificatestatus informationfor CA certificatsissued bythe Root CA imade available in two formats:

1 asdownloadable CRLs
1 as OCSP service

CRLs are published at reguilatervals onthe CRL distribution point
http://crl.tsp.zetes.com

The CRLs are renewed when certificates have been revoked or when thes @Rbaut to expire Expired
certificatesthat were revoked before their exfation datesare removed from the certificate revocation lists.
CRLs are updated until all certificates tktzt were issued by the respective CA keye expired.

Expired certificates that were revoked before their expiration dates are removed frenedftificate revocation
lists.

The OCSP service is synchronised with the latestNGiRé&.information is available isection4.10.

Time or frequency opublication

Publication ofCAcertificates inarepository

New CA Certificates are published in the repository before-amtity certificates emanating from tise CAs are
made available to the Subjects.

Certificate Status Information

The CRIscreatedeither every12 monthsor when a CAertificate is revoked
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CRLsare published in theepositoryimmediately following creation, and will be available for downleéthin 3
hoursafter creation.

The OCSP service is immediately synchronised with thet I@RL when that CRL is published.

Publication of terms and conditions, CSP, etc.

Updates to the Certificate Policy, CertificatiPractice StatemeniCertificatesTerms and Conditions, and other
public documents are published whenever a change occaisyréng a period of minimum four (4) days between
the publication date and the effective date (ssection 9.12).

2.4 Access controls on repositories

Only authorized staff and internal systems ZETES TSRve access rights to update, delete or create new
resources in these repositories.

SubscribersSubjecs andRelying Partiehave readonly access via the internet to all the repositories mentioned
in section2.1

Under normalconditions,all external parties have access to the repositories and to the OCSPeséméc of
charge.

ZETES TSW®I take reasonable measures to protect and prevent against abuseeofebositories and the OCSP
service and will strive to give all parties equal and unhindered access.

ZETES T3&serves the right to refuse access, to limit access or to charge a fee for parties who make excessive
use of these resources and are thereby bsting otherRelying Parties

ZETES TSBserves the right to refuse access, to limit access or to charge a fee for parties who use these
resources for the purpose of commercializing vadulel services to third parties.
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3.1

Naming

3.1.1 Types of names

All CA certificates only contain names that represent legal entities. Names associated with natural persons are
not allowed.

TheDN for theZETES TROOTCA is:
CN= ZETHSRROOTCA001
SN=001
O= ZETESA(VATBED408425626)
C=BE

In the above001lis the 3-digit serial numbemssigned by the RA t@s part of the name ofhe CAentity. This
serial number should ndb be confused with the certificate serimabmber which is automatically generated.

3.1.2 Need for names to be meaningful
The names used in the diicates are chosen such that:

1 itis clear thathe certificate is a CA certificate
9 itis clear what the purpose of the CA is,
i itincludesan unambiguousdentification ofthe legal entityof the Subscriber.

The names Céertificates issued for the Zetes TSP are issued will include the following name information:
O= ZETES SA (VADBE3425626)
C=BE

Many software applications use the commonName field to show a choice of certificates to the end user. To help
the end user chose the appropriate certificaiethe commonName field may also contain plain wording
describing the intended usage of the certificgie.a v dz f AFASR /! ¢

serialNumber a wiqueidentifier
commonName meaningful name of the subordinate CA
organizationName official registered name of the Subsbting CA as a corporation or

organization including an official registered urque number or unique
identifier of the Subscriber as a corporation or organizatiéxs formatted in
ETSI EN 319 412 (e.g. VATBED123456789) together with a semant
identifier. It is representing the registration number of the organization
stated in the official records.
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3.1.3 Anonymity or pseudonymity ddubscribes
Not applicable.

3.1.4 Rules for interpreting various name forms

No stipulations.

3.1.5 Uniqueness of names
The DNareguaranteed to bainique across th@ ETESSHAPKIDomain.

3.1.6 Recognition, authentication, and role of trademarks

No stipulations
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3.2
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Initial identity validation

3.2.1 Method to prove possession of private key

Thecertificate request is an industry standard format that contains the public key for the new certificate and is
signed with the corresponding private key. The key generation process for the request and the creation of the
request itself is performed by empjees of Zetes TSR trusted role The request is transferred to the Root CA

on a secure medium to prevent unauthorized access and protect the request from manipulation or replacement.
As a generalule, the creation of the certificate request and thesisance on the certificate is performed on the
same day, by the same Zetes TSP employees and in the same location.

The PMA provides a written authorisation toirestated the Root CA for this sole purpose.
The nethodsto prove the posession of private kefpr CAs are detailed innternal confidential documentation.

Methods to prove the possession of private key for PKhponent services (e.g. OCSP responders) are detailed
in internal confidential documentation.

3.2.2 Authentication of organization identity

The ZETES TH&®0tCA only issues certificatésr subordinate CAs or fatself (as selsigned certificate or foits

own certificate status validation seices (CRL signing and OC&sponder3). For bothcasesthe organization

identity is Zetes TS& other organisation entitieghat are part of the same legal entity Zetes $dentification

and authentication procedures for the registration of the PKI component services (e.g. CAs, OCSP responders,
etc.) are detailed in internal confidential documentati

3.2.3 Authentication of individual identity

TheZETES TSR0t CA only issues certificates fBKI componentsThe ZETES TSBualified CA does not issue
certificatesto individuals Authentication of an individual as the Subject of the certificate is thesefoot
applicable.

Identification and authentication procedures for the registration of the trusted persons/roles operating the PKI
component services are detailediimernal confidentialdocumentation.

3.2.4 Nonverified Subscribemformation
Not applicable.

3.2.5 Validation of authority
Not applicable.

3.2.6 Criteria for interoperation
Not applicable.
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3.3 Identification and authentication for rekey requests

Not applicable. Certificate rkeying is not allowed.

3.4 Identification and authentication forrevocation request

The following participants may request revocation of a Subject certificate:

1 ZETES T&B operator of the&Zetes TSP RoGA
1 the Subscriberi.e.Zetes TSP as operator of the Subordinate CA

Each revocation request must be approved by the PKI Policy Management Authority (4€81fn

The procedures and conditiommay be more explicitly defineger Sibordinate CAin internal confidential
documents.

See sectiod.9for more information about the procedures for revocation of a PKI component certificate.
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4.1

The pocedures relating to PKI component services (e.g. CAs, OCSP responders, etc.) anihtatie re
persons/roles perating them are described ithis CPS and imternal confidential documenttion. The
following sectiors only present the elements of these documents that can be publicly disclosed.

Within the context of the Zetes TSP Root CA, only employees of Zetes TSP who are assigned to the CA entities
are authorized to perform certificate lifecycle operatiorigetes TSP is responsible for these employees and
assures that each person, for the assigned duties:

9 is screened for appropriate security clearance,

1 receives the required training and information,

1 is properly informed about the obligations and respondibii

1 is given proper authorization from the PRolicy Management Authority.

All certificate lifecycle operations described in this chapter are performed under control and witnessing of
several trusted employeedransfer to and from the offline Root Gistem is done using a dedicated secure
storage medium which protects the data against manipulation.

Certificate Application

4.1.1 Who can submit a certificate application

The ZETES TSRoot CA does notissue certificates to natural personsy organisations orto individuals
representing an organisationCertification requests can only originate from Zetes ESPoperator ofa
Subordinate CAnd must be for a PKI component such as for a subordinate CA of Zetes TSP or for the certificate
validations services afetes TSP.

Each certification request must be approved by the PKI Policy Management Authority (4e8t&n

The procedures and conditions may be maeplicitly definedper Subordinate CAn internal confidential
documents.

4.1.2 Enroment process and responsibilities

¢KS SyNRfYSYyld LINRPOSaa F2NJ I /! Qa OSNIAFTAOFGS NXBIljdzSai
Since the Subscriber is Zetes TSP and the Subject is a PKI component of Zetes TRmtre process is a

purely internal procedure. The identification and authentication of the Subscriber is implicit.

The enrolment process

1 is handled by various entities that are collectively referred to as the Registration Authority or RA under
the respnsibility of ZETES TSP. For a description of these entities and their respective roles, please see
1.3.2

1 consists of internal processes such as the definitiothefpurpose and content of the certificate, the
key ceremony for the creation of the key pair, configuration of internal applications and systems. These
processes must be approved by the PKI Policy Management Authority (s&@&ién

The enrolment process for Root/ ! E#&ponentcertificate request

The pocesesand procedures used to enrol the PKI component services (e.g. CAs, OCSP responders, etc.) and to
enrol the trusted persons/roles operating them are further described in intecnafidential documentation.
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Certificate application processing

4.2.1 Performingidentification and authentication functions

ZETES$SPR acting aCertification ServicerBvider, is the owneand custodiarof the keys and certificates of the
CA hierarchyinderthe ZETES T&®0tCA.

All certificate requests for CAs and for PKI compos@mé created by and processed by personned 6TES TSP
on systems that are internal to theETES THKI infrastructure.

The PKIPMAdefines andassignghe trusted rolesconcerningthe management of theCA keg and certificates

to trusted employees asdefined in internalconfidentialdocumens such as the custodian list and the €Ay
Ceremonydocumentation The trusted employees have been vetted and have appropriate security clearance for
their respective dutiesfFor theRoot CAthese trustedemployeesare part of the quorum in charge of the Root
CA key seltertification ceremony.

Onlya selected group of authorized trusted employeestitled by the PMA, are in charggeneratingkeys and
issuinga certificate request fom Root CA PkKbmporents or fora subordinateCA.

Only a selected group of authorized trusted employeastitted by the PMA, are in charge pfocessinga
certificaterequestfor a Root CA PiKbmponents or for a subordinate CA

Such requests are validated by tappropriate CAtrusted roles that are involved in the process.

4.2.2 Approval or rejection of certificate applications
Root CA
The authorisation to issue a saifyned certificate comes from the PMA only.

The technical validation of the request is performed by thedeldinistrator duringRoot CA ke selfcertification
ceremony in presence of the quorum.

SubordinateCAs

Such as describeih internal document, he Root CARA is responsible to approve or reject an issuing CA
certificate application.

The technical valideon of the request is performed by the PKI administrator during a Key Ceremony in presence
of the Root CA quorum.

ZETES T3R CSP is responsible for the validation and vetting of certificate requests for CAs and Roatn@iA
PKI components.

The information to validate the certificate before it will be installed on the PKI component for which the
certificate is intended, is recorded.

4.2.3 Time to process certificate applications
Not applicable.
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Certificate issuance

4.4

4.3.1 CA actions during certificatesuance

All certificate requests for CAs and for PKI components are vetted and validated by personnel of ZETES TSP on

systems that are internal to the ZETES TSP PKI infrastructure. Import of certificate requests and export of

certificates and certificatestatus information is done within a closed loop circuit doyl Zetes TSP trusted
employees.

4.3.2 Notification of issuance dafertificate

Notification of issuance of a certificate by the Zetes TSP Root CA for an intétra®onent is implicit and i
specifed inthe internal documentation pertaining to the specific procedure or ceremony.

Certificate acceptance

4.4.1 Conduct constituting certificate acceptance

Before the certificate is installed on the PKI component for which it is intended, the CA opevatdate the
OSNIAFTAOIGS YR O2YLI NBE GKS OSNIAFAOIFGSQa
is recorded when the certificates was issued on the Root CA.

O2y Syl

The certificate igonsideredaccepted upon completion of thiestallation and/or activationprocedureon the PKI
component for which the certificate is intended.

The certificatewill be rejected wherone or moreof the following objections apply:

1

f
f
f

the information in the certificate is incorrect,

the information in the certifiate became invalid site the date of registration,
the information in the certificate became invalid snthe date of issuance,
the procedurewas not respected.

4.4.2 Publication of the certificate by the CA

Seesection2 for information on the publication of the certificate

4.4.3 Notification of certificate issuance by the CA to otkatities

Notification of issuance of a certificate by the Zetes TSP Root @A foternal PKI component is implicit argd i
specified inthe internal documentation pertaining to the specific procedure or ceremony.

1.0
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4.5 Key pair and certificate usage
4.5.1 Subscriber an&ubject pivate key and certificate usage
Zetes TSP is the issuer dathe user of the certificates issued by the Zetes TSP Root CA.
TheZETES T&Pregonsible for
1 providing asecure Cryptographic Module twst andprotect the private key,
1 initializing thesecure @/ptographic Moduleand itsinitial associatedctivation Data
1 using the keys only for the intended use as defirie the Certification Pactice Statements and
CertificatePolicies for thesubordinateCA hierarchynd as encoded in the certificates
1 using tools that can correctly ietpret the key usage as encoded in the certificate and that respect the
key usage conditions
1 correct usage othe Cryptographic Module
The use of &bot or a subordinate CA's private key and its associated certificate is strictly limited to the usage
defined in chapters 1.4.1 and 1.4.2.
4.5.2 Relying Brty public key and certificate usage
Responsibilities of relying parties, which are related to the use of public keyseatifitates issued by thZetes
PKlhierarchyare specifiedin the related CPs
4.6 Certificate renewal
Not applicable.
4.7 Certificate rekey
Not applicable.
4.8 Certificate modification

Not applicable.

1.0
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Certificate revocation and suspension

Certificates issued by the Zetes TSP Root CA are never suspended but can be r@eskfidate revocation is
irreversible.

4.9.1 Circumstances for revocation

ZETES TSP as a certification service provider (CSP), under prior or explicit approval of the PMA, must revoke a
certificateissued by the Zetes TSP Rootf@/Asecurity reasonsr in anemergency if:
T tKS ta! KIa NBlFazy G2 o0StASGS 2NJ 4dzalLISOG GKIG GKS
f the PMA has reason to believe or suspect thatltidh @I (a&ivalioSdat@has been copromised
1 if the certified data is invalid or no longer valid.

ZETES TSP as a certification service provider (CSP), under prior or explicit approval of the PMA, may revoke a
certificate issued by the Zetes TSP RooinGAnonrurgent circumstance:

1 for prevention of risk, if the PMA has reason to believe or susgédt it G KS /! Qa LINR @I G ¢
compromised in the middle term; this includes cryptography obsolescence in particular with regard to
9bL{! Qa LINEB a ONavilitidsinzrypograpyiySeic., @ dzf y S NJ

1 ifthe CA or the certificate status service is decossioined,

if the key is renewed,
9 if the CA or the certificate status service is decommissioned.

]

4.9.2 Parties thatcan request revocation

A Revocation Requesor a CA certificate can only originate from the PMA.Revocation Reques$br a PKI
componentcertificate can originate from the PMA oan be requested by the Zetes TSP CA operational team,
under the authority of the PMAand through the operational procedures for the PKI component in question.
Under special circumstances, (see sectddhl) the PMA will convene without delay to decide on the matter.

4.9.3 Procedure for revocation request
See sectiod.9.2

4.9.4 Revocation request grace period

Zetes TSBperatorsare instructedto notify the PMAimmediately upon discovering a reason for revocatiora of
certificate.

4.9.5 Time within which CA must procethe revocation request

Under normal operational conditionan OCSP key and certificate is replaced befoiie fevoked, to guarantee
continuity of the OCSP service towards Belying Parties

In case of a kegompromise ZETES TSIAdertakes best effdrto revoke the certificate without delay within 24
hours. The process time for revocation of a CA certificate or a PKI component certificate for any othemwi#ason
be determinedon a case by case basis.
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4.9.6 Revocation checkingbligationsfor Relying Parés

Relying parties must use at least one of the services for checking certificate status information that are made
available bZETES TSIPthe preferred service is unavailable, then the Relying Party is responsible for exhausting
all other services. EhRelying Party is responsible for making the fiatisionwhether or not to trust the
certificate, regardless of thavailabilityof the certificate status information services.

Seesection2.2 andsection4.5.2

4.9.7 CRL issuance frequency (if applicable)

TheZETES TH®otCA issue€RLst pre-defined intervaloor ad hoc when needed’he renewal period iset to
12 months L year). The CRIssigned and timemarked by theRootCA. CRLs are archived for future reference.

4.9.8 Maximum latency for CRLs (if applicable)

ZETES TSHIl make best effort to update the certificate status information Relying Partiesvithin 3 hours
from the actual revocation.

4.9.9 Online revocation/status checking availability
ZETES T@&Rintains an Online Certificate Status Protocol (OCSP) service:

http://ocsp.tsp.zetes.com

4.9.10 Requirements ofiRelying Partietd perform a-line revocation checking

ZETES T®maintains an Online Certificate Status Protocol (OCSP) service free of charge for use by Subjects and
free of charge for normal use by Relying Parties The free OCSP service is accessible without client authentication
and accepts unsigned requests

Seesection2.4for information onAccessControl and Restrictions regarding the use of the OCSP service.

4.9.11 Other forms of revocation advertisements available

Revocation of CAertificatesor certificates for PKI components which are of immediate relevance for Relying
Partieswill be advertised during an appropriate period on the appropriaEeTES T$&pository pages:

https://repository.tsp.zetes.com
http://crt.tsp.zetes.com

http://crl .tsp.zetes.com

4.9.12 Special requirements re key compromise

No stipulations.
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4.9.13 Circumstances for suspension
Not applicable.

4.9.14 Who can request suspension
Not applicable.

4.9.15 Procedure for suspension request
Not applicable.

4.9.16 Limits on suspension period
Not applicable.

4.10 Certificate status services

4.10.1 Operational characteristics
ZETES T9Rovides two services for checking the status of the certificates issued [EZBRES THeot CA:

91 Certificate Revocation Lists
1 Online Certificate Status Protocol serviopen forunsigned requests

4.10.2 Service availability

OCSP serviapvailability is designed to exceed 99.0% of business halgfined as 24 hours per day, seven days
per week, excluding planned maintenance periods.

Planned maintenance periods will be annoad®nhttp://tsp.zetes.comat least 24 hours in advance.

In case of unavailability due to an act of God, failurénffastructure outside the control oZETES TSP any
other reason, Zetes SA shall make best endeavours to reirstaitbilityof the service within 5 working days.

4.10.3 Optional features

No stipulations.

4.11 End of subscription

Within the context of the Zetes TSP Root CA, the Subscriber is Zet¢self&d the Subject is a subordinate CA
or a PKI component of Zetes TSP. The end of a subscription, or the termination of a Subject, is the result of the
internal decision to decommission the subordinate CA or PKI component.

Upon termination of the suligiption, the certificates issued on behalf of the Subscriber will be revoked.
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With regards 6 %S0 Sa&8 ¢{t Qa 206 thd Blibdichbry Bubjeitt® érd NEREing Partids a
decommissioned subordinate CA, ZETES TSP will continue to provide certificsténgormationfor as long as
contractually and legally required.

4.12 Key escrow and recovg

4.12.1 Keyescrow and recovery policy and practice
Not applicable.

4.12.2 Session key encapsulation and recovery policy and practices
Not applicable.
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5.1

Physical controls

ZETES TSP has established physical security measures and environmental controls commensurate with the value
and critical nature of the assets they apply to. Physical and environmental security is aimed to prevent, det
detect and delay unauthorized access, loss, theft, damage, compromise, interferences and interruption to
business activities.

5.1.1 Site location and construction

ZETES TSP facilities are organized, partitioned and segregated into distinct areas with dpesidal security
measures according the type and sensitivity of assets and the operations conducted.

Physical security measures regarding the facilities include but are not limited to reinforced material and
construction technics, locked rooms and vaul

5.1.2 Physical access

The sites hosting the CA implement proper security controls, including access control, intrusion detection and
CCTVAccess to the sites is limited to authorized persdnne

¢CKS /!wa &aSOdz2NBE LINBYAAaSa ¢ mréaKappfopriat& Braniisedufityi dpératidndNB £ 2 C
These premises feature numbered zones and locked rooms, cages, safes, and cabinets.

Physical access is restricted by implementing mechanisms to control access from one area of the facility to
another or accss into highsecurity zones such as locating CA operations in a secure computer room physically
monitored and supported by security alarms and requiring movement from zone to zone to be accomplished
using a token and access control lists.

5.1.3 Power and aiconditioning

Power and air conditioning operate with a high degree of redundancy.

5.1.4 Water exposures

Premises are protected from any water damages.

5.1.5 Fire prevention and protection

Prevention and protection as well as measures against fire exposurémplemented.

5.1.6 Media storage

Media are stored securely. Backup media are also stored in a separate location that is physically secure and
protected from fire and water damages.

5.1.7 Waste disposal

To prevent unwanted disclosure of sensitive data, waste is diephof in a secure manner.
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5.1.8 Off-site backup

ZETES TSP has a backup and disaster recovery site located in separate premise with similar protection measures.
In case of adverse situation as a natural disaster, fire or act of terrorism, ZETES TSP implameetsdsary
measure to recover its services according the legal and contractual requirements.

Procedural controls

5.2.1 Trusted roles

ZETES TSP follows personnel and management practices that provide reasonable assurance of the
trustworthiness and competence tiie members of the staff and of the satisfactory performance of their duties
in the fields of electronic signatumelated technologies.

All members of the staff operating the key management operations, administrators, security officers, and system
auditors or any other operations that materially affect such operations are considered as serving in a trusted
position.

Trusted roles within ZETES TSP are activities conducted to operate, maintain, monitor, review and communicate
about TSP activities. Trustedles are allocated to duly identified persons by the PMA.

Trusted roles are listed and defined within ZETS TSP competences management system and include:

]

Plant Manager

PKI manager

IT Manager

Security Officer

PKI administrator

PKI operator

System administitar

System auditor

System operator

PKloperator

Registration office(not applicable for the Root CA activities)
Revocation officefnot applicable for the Root CA activities)
Key custodians

=A =4 =4 -4 4 4 -4 -4 -8 - -8 A

Zetes conducts an initial investigation of all members of stdf®6 are candidates to serve in trusted roles to
make due diligence attempt to determine their trustworthiness and competence.

5.2.2 Number of persons required per task

Where dual or multiple control isequired, at least twotrusted roles need to bring their respective and split
knowledge in order to be able to proceed with the ongoing operation.

Circumstances requiring dual or multiple control are detailethe PKI system and documented in ffneot) CA
key ceremonies reports and re&t records.
5.2.3 Identification and authentication for each role

Each member of ZETES TSP acting in a trusted role is identified and authenticated to access the infrastructure to
conduct his role by means of at least 2 factors authentication credentials orr uhudé control.
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5.3

5.2.4 Roles requiring separation of duties

All actions with respect to thRootCA can be attributed to theomponentsof the RootCA and the member of
the RootCA staff that has performed the action.

Zetes ensures separation among the followitigcreet work group® 2 OdzYSY i SR Ay Ay G SNY I ¢
TSRhNBF YA&F GA2YE

PKI administration personnel
System and network administration personnel
Security personneto enforce security measures

1
1
1
1 Audit personnel.

Personnel controls

5.3.1 Qualifications experience, and clearance requirements

Zetesimplements practices that provides reasonable assurance regarding trustworthiness and competence of
the member of its staff. Learning and training certificates, professional experience, feedback from previous
SYLX 28SNREX (NHZAGSR SYLX 28SSQa NBO2YYSyRIGA2yasz OSNI
practices used in this perspective.

5.3.2 Background check procedures

Zetes with regards to the CA activities makes the relevant checks on prospecipleyees by means of status
reports issued by a competent authority or thipérty statements.

5.3.3 Training requirements

Zetes with regards to the CA activities makes available relevant technical training for their personnel to perform
their CA functions.

5.3.4 Retraining frequency and requirements

Periodic training updates will be carried out to establish continuity and updates in the knowledge of the
personnel and procedures.

5.3.5 Job rotation frequency and sequence

Zetes does not impose job rotation as a principehanges in roles are managed through training and
competences management with respect of segregation of roles where applicable.

5.3.6 Sanctions for unauthorized actions

Zetes with regards to the CA activities sanctions personnelffiauthorized actions owiolation of security
procedures. Sanctions may includebut are not limited to¢ disciplinary action, revocation of privileges,
dismissal, civil or criminal proceedings.
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The severity of a particular violation is evaluated by the PMA. The PMA ensuréa¢hsanction taken is both
appropriate and proportional to the violation.

5.3.7 Independent contractor requirements

Independent CA component services subcontractors and their personnel are subject to the same background
checks as the CA personnel with regamighe CA activities. The background checks include:

Criminal convictions for serious crimes.
Misrepresentations by the candidate.
Appropriateness of references.

Any clearances as deemed appropriate.
Privacy protection.

Confidentiality conditions.

=A =4 =4 -4 -4 -4

5.3.8 Documentation supplied to personnel

Zetes with regards to the CA activities makes available documentation to personnel, during initial training,
retraining, or otherwise.

Audit logging procedures

5.4.1 Types of events recorded

For all events related to thRootCA key operations, records will be kept that include all information related to
that event that can be useful for auditing purposes.

Extensive security logging and monitoring is performed at various levels inclndimgxXhaustive:

the physical levelficluding equipment cabinet access)
the network levelif applicable)
the operating system level

1
1
1
1 the application level

The PKI software and associated routinesordevents that include but are not limited to:

1 Issuance of a certificate: request, approvat rejection (with reason) of request, registration
information, identification of themembers of the PMAapproving identification of thetrusted roles
processing the request, certificate generation/activafton X

1 Revocation of a certificate: revocation request, approval or rejection (with reason) of request,
identification of themembers of the PMAapproving identification of thetrusted rolesprocessing the
request,identification of the requestax X

1 Publishing ba CRL

1 Request to and answers frothe OCSP services (responders)

Theaudit logsrecords contain:
1 The identification of the operation.

1 The date and time of the operation.
1 The identification of the certificate, involved in the operation.
1 The identity of the transaction requestor (e(giore than on@ members of the PMA).
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In addition, auditlogs of relevant operational events in the infrastructure are maintained, including, but not
limited to:

Log in and log out of PKI componeatiministrative interfaces.

Start and stop of servers.

Outages and major problems.

Physical access of personnel and other persons to sensitive parts of the PKI site.
Backup and restore.

Report of disaster recovery tests.

Audit inspections.

Upgrades and cheages to systems, software and infrastructure.

Security intrusions and attempts at intrusion.

= =4 —4 —a —a —a -2

Auditing events are not given log notice.
Allevents occurringprior andduring a Root CA ceremony are logged in a log sheet. This cover:

1 Ceremony authorisationybthe PMA

Root CA key (initial) key generation and-selftification
Issuance of CRL

Issuance of a subordinate CA certificate

Revocation of a subordinate CA certificate

Root CA key recovery

X

=A =4 =4 -4 -4

5.4.2 Frequency of processing log

The PKI operations staffieegularly monitor security related events. Information about citical evens is
forwarded to theappropriate departmenfor immediate attention. Reports that are generated from the audit
logs are reviewedt least evenB daysby internal auditors.

5.4.3 Reention period for audit log
System logs are retained for 18 months. For audit logs for the CA and PKI componesgstissd.5.2

5.4.4 Protection of audit log

The audit logs of the Cépplicationsoftware and PKI componengpplicationsoftware aredigitally signedand
time stamped. The signature key is protected by an HSdhsolidated logs are stored on secure backup media
and stored in a safe storage location.

5.4.5 Audit log backup procedures

Automated audit data is generated and recorded at the agtion, network and operating system level.
Manually generated audit data is recorded BIKICA OfficersFor keyceremoniesa relevant extract of the audit
log is made stored separately.
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5.4.6 Audit collection system (internal vs. external)

The PKI audit clelction system is internal.

5.4.7 Notification to evertcausingSubject
There are no requirement for ZETES TSP to notif§tiigectwho caused an audit event.

5.4.8 Vulnerability assessments

The entire infrastructure is subject of a vulnerabiligsessmendt least once a year and whenever a critical part

of the infrastructure is affectedThe assessment covers the ICT infrastructure, the special cryptographic
equipment, the physical environment, data storagspftware, personnel, processes and procedures and
communication.

Vulnerability assessment of the audit log is part of the ZETES TSP risk assessment and risk management program
documented internally.

5.5 Records archival

5.5.1 Types of records archived
Seesection5.4.1and5.5.2

5.5.2 Retention period for archive
The archive retention periafor the various types of rexdsare:

9 issued ertificatesfor a period of30 yearsafter expirationof a certificate,

1 Audit trails on the issuance of certificates for a periodabfleast 30 years after expiration of a
certificate,

1 copies of identificatiomdocuments are retained faat least 30 yearsafter expirationof the certificate,

1 Audit trail of the revocation of a certificate for a period af least 30 yearsafter revocation of a
certificate,

1 CRLs foat least30yearsafter creation,

1 Documentation supporting the issuancedanse of the certificate is kept for a periodaifleast30years
after the expiration of the last certificate supported by the documentation.

5.5.3 Protection of archigs

The archives are protected against manipulatiomdful destruction. As far agpossible achive will be retained
and protected in electronic form

Paperbased records are archived and under control of the respective roles that process them:bRapdr
archive may be stored on multiple locat®rThe information will be securely sted to provide reasonable
assurance regarding secrecy, integrity and availability.
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5.5.4 Archive backup procedures

Backup copies of theelevantelectronicsystem logs andlectronicaudit logsare stored inmultiple locations.

5.5.5 Requirements for timestamping & records

The audit logs created by the CA and OCSP service are signed and time stamped, the signature key is protected
by an HSM and the time source is the same as for the CA or OCSP service.

5.5.6 Archive collection system (internal or external)

The archive collection systefar the CA and PKI components operated2iyTES T&Rinternalinfrastructure of
ZETES TSP

5.5.7 Procedures to obtain and verify archive information

The contents of the archive are not accessible except for authorized persohBEITES T3Rd with exception
of obligations by law or by court order.

Access to archive by authorized personnel must be motivated (e.g. in case of incident investigation, to test the
GNBONASGlIt b LINRBOSRAZNBX SO0
Disclosure of information from the dntve upon request by an implicated party is at the discretioZIBTES TSP

and requires approval by the PMBETES T$€serves the right to charge a compensation to cover the expenses
of the retrieval of the information from the archives.

5.6 Key changeover
Not applicable as CAcertificates will be issued with a validity time within the validity time of Reot CA
certificates

5.7 Compromise and disaster recovery

5.7.1 Incident and compromise handling procedures

Zetes TSP defined an incident management procethaleding incident reporting and handling procedure.

These procedures are established to ensure a quick, effective and orderly response to (information) security
incidents providing knowledge to reduce the likelihood and impact of recurring incidentdeitaiecords and

gained knowledge are reviewed during the risk assessment exercise and participate from the risk management
procedure.

The specific cases of key compromises are dealt in segfio8

5.7.2 Computing resources, software, and/or data are corrupted

Zetes TSP establishes the necessary measures to ensure full and highly automated recovery of CA services in case
of a disaster, corrupted servers, software @tal.
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Computing resources, software and data are replicated in a second location. Backup copies of software and data
are kept on regular base and available on both sites according the ZETES TSP backup procedure.

Distance between both locations supportinB ZES TSP activities is sufficient to support a natural local disaster.
Sufficient fast and secure communication infrastructure and services between the two sites ensures data
integrity and effective recovery point.

Disaster recovery infrastructure and medures are be fully tested at least once a year and the report is
reviewed by the PMA.

5.7.3 Entity private key compromise procedures
In case of a CA compromise, ZETES TSP will

1 decommissiorthe compromised key

1 Notify impacted PKI participants

1 revoke the certificates impacted by tltempromisedCA

91 assess the relevance to revoke all certificates (this depends amongst other on the time of compromise)

By decision of the PMA and providing that the cause of compromise has been discarded, ZETE§enerate
a new CA key and destroyed certificates can bissaed.

5.7.4 Business continuity capabilities after a disaster

Zetes TSP establishes the necessary measures to full and automatic recovery olitteesemvices in case of a
disaster, corruptedervers, software or data.

Recovery of the Root CA diifie services is ensured by the activation of the Root CA backup at the secondary
site. As principle for the root CA key ceremony, all needed resources and secrets to pursuit the ZETES TSP
activities will still be available in case one site should completely and definitely be destroyed.

Depending on the cause of the disaster and their effects, the PMA will assess the measures to be taken regarding

9 the protection of sensitive resources and informatiom the disabled site

T GKS ySSR (2 NB@21S GKS /1 Q& AYLI OGSR a@anoth&kS RA A
ensured)

1 the setup of a third site

A Business Continuity Plan has been implemented to ensure business continuity following a natuharor o
disaster and is available as a separate internal document.

5.8 CA or RA termination

Terminating a certification service and as a result terminating, when applicable, the CA(s) and other PKI
component services is an event as important as their initiatiBoth require planning physical, logical,
operational, procedural and human aspects. Security of information and reputation is at risk. Furthermore, legal
requirements apply.

For clarification, the cessation of the issuance of rmstificates by the ZETEESPRoot CA while all other
component services are kept under full normal operations, including the provision of certificate validity status
information services (e.g. CRLs, OCSP services), is not in Atzipghe controlled transfer of services and
components from ZETES TSP to another organization or transfer from an old CA to a new CA are not in scope.
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This section describes the minimum procedures to be completed in a situation where all services provided by
ZETES TSP assodatgth qualified certificates are terminated:

In the context of a scheduled termination:

il
f

=A =4 =4 -4 =4

Cessation of the issuance of any new certificate

Termination notification ¢ the Belgian Supervisory Bodnd Relying Parties within 3 months and no
later than 2months before the effective termination

Dissemination of relevant information

Preservation and transfer of auditing and archival records to the arranged custodian

Revocation of unexpired and unrevoked Subjects' Qualified Certificates

Creation of a last CRL

When applicable, decommissioning of the CA keys

In the context of an unschedulddrmination:

As far as it is possible, the plan for expected termination as described in settimewill be followed with the
following poential significant differences

f
f

Shorter or even no delay for the notification of the interested parties
Shorter or no delay for the revocation of Certificates

1.0
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Private keysfor the ZETES T3 linfrastructure are protected by means of Hardware Security Miaguthat
have the relevant security certification labels such as FIPR 1Mkl 3 and/or Common Criteria EAlot higher.

Physical access to the HSM is limitechtdhorised personnel only. The HSM equipment is installed in a secure
environment.

Operatbnal use of the HSM equipment is controlled by a combination of activation assets (e.g. smartcards) and
activation data (e.g. PIN codes, passphrases, etc.). Activation assets and activation data are assignedeto multip
custodians and are stored in secure location, separate from the HSM equipment. Activation, backup and
restore operations always requires involvement of multiple custodians. The separation of activation assets/data
is organized such that no single custodian can exercise control cwv@rdtected key material.

6.1 Key pair generation and installation

6.1.1 Key pair generation
Key pair generation for CA

The key pairs fothe Zetes TSP RoGHA are generated ebhoard an HSM, under the authority of and with explicit
consent of the PMAunder superision of a Security Officer, undat leastdual controland as part of a formal
key ceremony in the presence of witnesses.

Key pair generation fothe OCSP service

The key pairs fothe OCSP service componeate generated osboard an HSM, under thauthority of and with
explicitconsent of the PMALNnder supervision of a Security Officer, under dual cordral as part of a formal
key ceremony in the presence of withesses.

Key pair generation fothe other PKI components

The key pairs for other PEbmponents are generated dmoard an HSM, under the authority of and with explicit
consent of the PMA, under supervision of a Security Officer and under dual control.

Key pair generation fobperators

The key pairs fooperatorsare generated ofboard anSSCD Type 3 Secure Subject Devieder the authority
of and with explicit consent of the PMAnder supervision of a Security Officer and under dual control.

The SSCD for PKI operators are stamea secure location, separate from the HSM equipm&hé operators are
handed the SSCD as and when needed to perform an authorized task.

6.1.2 Private key delivery t&ubscriberor Subject
Not applicable.

6.1.3 Public key delivery to certificate issuer

TheZETES T3®ot CA is an offline CA. Certificate requests (that include the public key of the requester) are
GNFY yaTFSNNER o0& YSIya 2F | aSOdz2NE &ad2Nr3IS YSRAdzYd ¢K
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data content against unauthorized manipulatiomeTtransfer is done in a single key ceremony, in the presence
of witnesses, and with a direct transfer of the public key immediately followiagyeneration of the key pair

This applies for public keys for subordinate CAs (such a8BER&S TSRialifed CA) and for public keys for OCSP
services that act on behalf of ttBETES T&@ot CA.

The procedures, the ceremony, the tools used and the environment in which the key pair is generated and the
public key extracted, ensurthat the requeste is in possesion of the private key for which the certificate is
requested.

6.1.4 CA public key delivery ®Relying Parties
ZETES TEHA certificates are published on a secure web site:
https://repository.tsp.zetes.com

Relyng Parties can authenticate the web site by means of the SSL/TLS server authentication certificate which is
issued by a public CA that is external to HIEETES T&FA hierarchy.

¢KS dzi KSyiGdA O CHTEINRACINHKicAtEsss pabfshed iid&cument in PDF/A format

Relying parties may contaZETES TSR email atinfo@tsp.zetes.cono receive confirmation of the authentic
GOKdzYOLINRAY (¢ 2F GKS /| -obamnchHammal Suchs &Stalepbode cllSatail/odletdr¥ |y 2

6.1.5 Key sizes
The ZETES TH®0tCA uses the following algorithms and key sizes:

Root CA RSA4096 generated and used on HSM

OCSP RSA2048 generated and used on HSMythe oCsP infrastructure)
Internallysigned audit logs RSA2048 generated and used on HSM

SSCD Type 3 * RSA2048 generated and used on SSCD Type 3

* used as Secure Subject Device for authenticatiétKloperators

All certificates are signed using SHA256withRSA.

ZETES TSPBserves the rigt to introduce other algorithms and protocols than SHA256withRSA or longer key
lengths in the future. This may include Elliptic Curve algorithms instead of RSA and other hash algorithms.

ZETES TS® not in any way held to continue using the current aldpons, protocols or key lengths for any
purpose, shouldlZETES TSkecide that the current algorithms, protocols or kégngths provide insufficient
assurance and security for the intended purpose and the intends period.

6.1.6 Public key parameters generati and quality checking

Public key parameterfor the Zetes TSP Root @fe generated and checked in accordance with the standard
that defines the cryptographic algorithm in which the parameters are to be used. Public key parameters shall be
generated andestedA y | OO02 NRI y OS 3 sgtdndakdwhiciKedsui@ the duality gf thetkey material.

The following parameters angsed

1 the HSMoperatesin FIP$40-2 level 3mode
keygeneratioNBE f A S& 2 yleteinfinBtic pspuald) &andom number generator
1 key generation is compliant with FIPS 4B6
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6.1.7 Key usage purposes (as per X.509 v3 key usage field)

ZETES T®Rsures that the key usage properties encoded in the certificates correspond with the intended use of
the certificates as described in thertification RacticeStatement

Key usage for CA certificates: KeyCert signing
CRL signing
Key usage for OCSP certificates: digitalSignature OCSP signing

An additional restriction on key usage applies to all the keys that are uséotdéonal purposes byPKloperators
YR aedaidsSvyao ¢KSAaS {(1Sea YlIe 2yfeé& 0SS dzaSRoegNlil RRE (15N
role within the Zete§ SAPKI environment.

Private Key Protection and Cryptographic Module Engineering
Controls

6.2.1 Cryptographic module standards and controls

To protect the private keys used by the CA and the OCSP servigk TS TERualified CA usestate of the art
cryptographic module In thisdocument,these will be referred to as HSM (for Hardw&ecurity Module).

The HSM are prepared, initialized and managed in compliance with:

1 ETSITS 102 042
1 ETSITS 101 456
1 CWA 1416+ :2003

The HSMf the Zetes TSP Root CA has the followegurity certifications:

1 NISTFIPS 142 level 3
Common Criteria ceffication evaluation assurance level EAL4+

6.2.2 Private keymulti-person control

The activation and/or use of the private keys in the HSM infrastnecthat hold the private keys fahe Zetes
TSP Root Cis protected by access control and activation mechanisms ttbgtiire multiple custodiansto be
involved in the processThe activation assets or activation data needed for the activation and/or use of the
HSMs is under control of yet more trusted roledare not directly accessible to the custodiarGustodians
require prior approval by the authorized Security Officeto be allowedaccess to the activation assets or
activation dataunder their care.

6.2.3 Private key escrow

Private keys are never put @scrow.
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6.2.4 Private key backup

Private keys on an HSM for the CA or OCSP infrastructure are generabedronthe HSM and are backed,up
encrypted by means of laackupencryption key

The kackups are exclusively used:for

1 restore for recovery in case of faik of the infrastructure
1 restore in case of replacement of an existing HSM

The backup encryption key is itself is generated inside the HSM during the installation and initialization of HSM
and is split into key shares which are stored on a set of HSkupamards.

Backup and restore or transfer of private keys requires a quorumaffm HSM backup cards. Each card has an
activation code which is independent from the other cards.

Private keys and other security critical data is always encrypted (paokeration) or decrypted (restore
operation) inside the HSM itself. The encryption key is split over a set of m HSM cards. A restore operation
requires a predefined quorum of rof-m HSM backup cards.

The backup, the activation assets and the activatiata are assigned to multiple custodians and are stored in
separate locations.

6.2.5 Private key archival

Private keysare not archived as such but are backed up and stored for other reasonse&emn6.2.4

6.2.6 Private key transfer into or from a cryptographic module

Private keys oran HSM for the CA or OCSP infrastructure are generatedoard the HSM and can be
transferred to another HSM. Transfer of private keystmther HSM requires muiferson controlin the form
of a quorum ofn-of-m HSM cards Transfer of private keys into another HSM requires approval of the PB&&.
section6.2.4for information on thesegregatiorof cards and codes.

6.2.7 Private key storage on cryptographic module

All private keys inside the HSM aneaded into and decryptednside the HSMand can onlybe used for
operational purposes when loaded in the HSMulti-personnel control by means af-of-m HSM cards is
required to load and activatéhe keys into the HSM.The sensory controlleof the HSMcan, in a case of an
alarm, delete or render uselessetkey material in the HSM.

6.2.8 Method of activating private key
Private keys fotthe RootCA

Activation of the private keyin the ZETES TSRoot CA requiresmultiple authorized administrators and
operatorsfor activating the HSNby means oh-of-m HSM cardsindfor accessing the control intéace of the CA
application
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Private keys on the dedicated HSM for the Root CA are grouped per CA entity (i.e. per logical CA, not physical
CA). Access to the control interface for activating or deactivatirggoaip is restricted by a dual control
mechanism.

Private keys folOCSRervice

The HSM for the OCSP service is not used for CA funcBomate keys orthe dedicatedHSM for the OCSP
serviceare automatically activatedupon power onwithout requiring further intervention. Deactivation of the
private key requires at least two authorized administrators and operators.

6.2.9 Method of deactivating private key

Private keys on the dedicated HSM for the Root CA are grouped per CA entity (i.e. per logical Gpsicat p
CA). Access to the control interface for activating or deactivating a group is restricted by a dual control
mechanism.

6.2.10 Method of destroying private key

Destruction of a private key requires authorization of the PMA. When a key is decommissienpdyate key is
deleted from all HSM equipment by means of the HSM secure key destruction mechanism and appropriate
measures are taken to prevent that a backup of the can be restored.

6.2.11 Capabilities and Rating of tl&yptographic Module

The HSM comms with the technical requirement CEN EN 319 411 part 1 under the European Regulation on
Electronic Identification and Trust Services for Electronic Transactions in the Internal fafkeed to as the
elDAS electronic tentification and Authenticatio Services) was published Regulation (EU) No 910/200#

28 August 2014The HSM is certified FIPS 12evel 3and CC EAL4+ (AVA_VAN.5) in compliance with the elIDAS
Transitional Measures (Article 51).

Other aspects of key pair management

6.3.1 Public key echival

ZETES T$Raintains aninternal archive of all CA public kegsid all public keys certified by tteETES THot
CAin the form ofthe certificates that contain the public key.

6.3.2 Certificate operational periods and key pair usage periods
TheZETE$SHR0o0tCA will not issue certificates that exceed the certificate expiration date of the CA certificate.

The key usage period of a CA key is aligned with the expiration date / lifetime of the certificates issued with that
key.
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6.4 Activation data
All activation data such as PIN codes, passwords and passphrases and activation assets such as smartcards are
securely stored in multiple locations in locked compartmeéntsafes in a secure vault.
Activation data and thassociatedactivation assets are seggated, i.e. are assignet different custodians, and
are stored in separate storage compartments for each custodian.
Where relevant, activation data such as passwords and passphrases are split in parts and each part is assigned to
a different custodian.
Strict rules for the length, syntax, structure and content of the activation data ensure that the activation data for
critical assets is natrivial and contains sufficient variation.
6.5 Computer security controls
ZETES TSP ensures that computer securitirale are implemented according the technical standard ETSI EN
3194112. ZETES operates its sites involved with TSP activities according ISO 27001 requirements. The
Implemented Information Security Management System includes several controlsdeétatsmputer security
and a.o:
1 Exclusively offline usage, the Zetes TSP Root CA is not connected to any network
1 Exclusively switched gmon a need to use basis, the Zetes TSP Root CA is switched off and stored in a
safe, the equipment is only taken out of thafe and switched on when necessary.
T /2y0iNRf 2F &ASyairdAadS RIGF aGd2NBR 2y aRSY20Af A1 SR
1 Use of multifactor authentication for accowstapable to issue certificates
1 Access control, intrusion detection system and CCTV monitoringetect, record and react upon
unauthorized access to its resources
6.6 Life cycle technical controls
6.6.1 System development controls
Implemented in compliance with ETSI TS 102 042 and ETSI TS 101 456.
6.6.2 Security management controls
Implemented in compliance witBTSI TS 102 042 and ETSI TS 101 456.
6.6.3 Life cycle security controls
Implemented in compliance with ETSI TS 102 042 and ETSI TS 101 456.
6.7 Network security controls

Not applicable. The Zetes TSP Root CA is not connected to any network.
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6.8 Timestamping

Not applcable.
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7.1

Certificate profile

Overview of theZETES TSRualified CA for which this CSP applies:

ZETES T$ot CA 001
|  Subject serialNumber = 001
| certificate serial numbeF 02 54 1A A9 50 D7 QE
| certificate(i K dzY 6 LINBA/AG D295 FC 6D 8B 9B 37 56 50 BF 8Z1A ED 50 4E 1A
I

---- subordinate CA

---- subordinate CA

I
X

Certificate profile for the ZETES T3HotCA
Tablel ZETES TFHOOTCA- Certificate Profile for ZETES TR®OTCAO001self-signed certificate

certificate profile
ZETES TSP ROOT-G&lf-signed root certificate

ATTRIBUTES
Version - | 0x02(= X.509 certificate version 3)
Serial Number - | 0254 1A A950D7CE 1F
64-bit random number (compliant with CA/B Forum requirements), validated to en|
uniqueness of the certificate serial number, compliant with RFC 5280 and X.690
Signaturealgorithm algorithm - | sha256WithRSAEncryption
Signature Value - | the signaturecreated by the CA
SubjectPublicKeylInfo algorithm - | RSA4096
subjectPublicKey - | value of the public key
Validity notBefore - | 20/05/2016(dd/mm/yyyy)
notAfter - | 20/05/2036(dd/mm/yyyy)
Issuer serialNumber - | 001(the 3digit serial number of the GA
commonName - | ZETES TSP ROOTOGA
organizationName - | ZETES SA (VAT&4D8425626)
countryName - | BE
Subject serialNumber - | 001
commonName - | ZETES TSP ROOTOGA
organizationName - | ZETES SA (VAT84D8425626)
countryName - | BE

EXTENSIONSAuthority Properties

authorityKeyldentifier ] keyldentifier 38 BC 5C 30 54 DCHER 20 EF EE 6F 41306E 5C FD 8B 75

EXTENSIONSSubjectProperties

subjectKeyldentifier | keyldentifier | - ] 38 BC 5C 30 54 DCER 20 EF EE 6F 413106E 5C FD 8B 75

EXTENSIONSPolicyProperties

keyUsage KeyCertSign c | true
CRLSign c | true
certificatePolicies policyldentifier - | OID=2.5.29.32.0 [AnyPolicy]
policyQualifierlD - | Id-gt-1 CP$
qualifier - | https://repository.tsp.zetes.com
basicConstraints subjectType c | CA
path length constraint = none
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7.2 CRL profile

Generic CRL profile for consolidated CRL
Table2 ZETES THOOTCAO00L - CRL profile

CRL pofile
ZETES TSP ROOTOCA- CRL
ATTRIBUTES
Version -1 2
Signaturealgorithm algorithm - | sha256WithRSAENcryption
- | <the signature created by ZETES TSP ROOT CA 001 >
Issuer serialNumber - | 001
commonName - | ZETES TSP ROOTOGA
organizationName - | ZETES SA (VATB4D8425626)
countryName - | BE
ThisUpdate - | <time of issue>
NextUpdate - | <time of issuer1 year>
Revoked Certificates userCertificate - | <certificate serial number>
revocationDate - | <revocation time>
crlEntryExtension - | <reason for regcation> - included for every certificate
CRLReason
EXTENSIONS
Authority Key Identifier - | 38BC5C 30 54 DCHRB 20 EF EE 6F 41306E 5C FD 8B 75
CRL Number - | dynamicallyassigned by the CA
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OCSP profil

e

Generic certificate profile for ZETES THotCA OCSP responder certificate
Table3 ZETES TSHOOTCA- Certificate Profile for OCSP responder

certificate profile

ZETES TSP ROOTOQA- OCSP responder certificate

ATTRIBUTES
Version 0x02(= X.509 certificate version 3)
Serial Number < 64-bit random number(compliant with CA/B Forum requirements), validated to ens|
uniqueness of the certificate serial number, compliant with RFC 5280 andX.690
Signaturealgorithm algorithm sha25@VithRSAEnNcryption
Signature Value < the signature created by ZETES TSP ROOT CA 001 >
SubjectPublicKeylInfo algorithm RSAR048
subjectPublicKey <value of the public key
Validity notBefore <certificate validity start date
notAfter <certificate validity start date- 1 year >
Issuer serialNumber 001(the 3digit serial number of the GA
commonName ZETES TSP ROOTOGA
organizationName ZETES SA (VAT84)8425626)
countryName BE
Subject commonName ZETES TSP ROOTOGROCSP responder
organizationName ZETES SA (VAT84D8425626)
countryName BE
EXTENSIONSAuthority Properties

authorityKeyldentifier

| keyldentifier

38 BC 5C 30 54 DCHER 20 EF EE 6F 413¥06E 5C FD 8B 75

EXTENSIONSSubjectProperties

subjectKeyldentifier

keyldentifier

< 4-bit value 0100 + least significant 60 bits of the SH#ash of the value fosubjectPublicKeyi
bit string (tag, excluding the length and number of unusedsbing bits), as specified in RF
5280 >

EXTENSIONSPolicyProperties

keyUsage DigitalSignature <true >

enhancedKeyUsage OCSP Signing < true >

OCSPNoCheck < null >
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8 /hat[L!b/ 9 helbaw "hHHO{{a9bc{
Besides the supervisionby theSt 3A Yy y I (A 2y | (BeSignZEXERIGP dhfodygh its &4 ARodgarizes
with regards taits CA activitiesa compliance audit to ensure that it meets requirements, standards, procedures
and service levels accorditgthis CPS

8.1 Frequency or circumstances of assessment
%9 ¢ 9 { certififate€issuance process and related services including Registration and Revocation processes will
be audited at least once a year for compliance with

- thepNBaSyd /t{ FyYyR FLLINRBLNAXIFGS /tQas
- the technical standards ETSI 319401 and ETSI 349411

The PM\ reserves the right to organize furthgr audits e.g. in the context of changes in the infrastructure,
OKIy3Sa Ay (GKS 2NEBFIYATFGA2y S aSOdaNAGE AYyOARSyYydX

8.2 Identity/qualifications of assessor
Complianceaudits will be perforred by a Conformity Assement Body & defined in point 13 of article 2 of
Regulation EC N°765/2008 and compliant with the CA/B Forum requirement for qualified auditors as per
CA/Browser Forum version 1.3.4 (March 15,2016) section 8.2.

8.3 Assessor's relationship to assessed entity
To carry out he audits there will be an independent auditor appointed who will not be affiliated directly or
indirectly in any way with the CSP.

8.4 Topics covered by assessment
The planned annual audit coverbut is not limited toc I £ £ | aLJSOGa 2 F dirélaed setviesd as?2 LIS NI
ALISOAFTASR Ay (GKS LINBaSyid /t{ YR NBtlIGiSR /tQa | O02NR

8.5 Actions taken as a result of deficiency
Detected deficiencies and nesonformities will be reported to the PMA in written. Additional oral coemnts
and clarifications can be provided by the auditor.
The PMA will assess the severity and the extent of the detected deficiencies. In accordance with the auditor, the
PMA will determine the time frame and the actions to be conducted to rectify theidafies.
A followup audit to verify the effectiveness of the actions conducted can be decided by thet®MAsure
compliance.

8.6 Communication of results

Audit report and findings are communicated by the auditor to the audited entities and to the PMA.

In sane circumstances, e.g. suspicion of internal fraud, the auditor will not disclose his findings to the audited
entity.

Audit report and findings will list all detected deficiencies with their level of severity but without disclosing any
information that coud be used to attack the system.

.8 RSTlIdzf G FdzRAG NBLIRZ2NIA NBE OflaaarTASR i tS8S08St al
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9 he¢low . ! {L®BD{[f abse¢ Jw{
The ZETES TSP Certificates Terms and Conditions constitute the main set of ZEt&@®laréRerms and
O2yRAGAZY A FT2N (KS LINE @ertidichteofferingsfdenddzitiies. 2 ¥ %9 ¢9{ ¢ {t /!
The provision and use of erahtities Certificates issued by ZETES TSP subordinate CA are governed by the
related Certification Practicestatement (CPSnd Terms and Conditions armde out of scope of the present
document.
The sections belownly provide useful information about certain terms and conditions governirguke of
ZETES T&oot/ | Sedvice
9.1 Fees
Seethe applicableerSy 1 A ie Qa ¢SNXa | yR /2YyRAGAZ2Y A
9.2 Financial responsibility
9.2.1 Insurance coverage
The liability ofZETES TS$®&wvards the Subscriber or a Relying Partgy be limited according to the applicable
CRs/CP
Subject to any limitation of liability referred to in ttepplicableCP&CP, the general rules on liability apply with
regard to any damage caused to any entity or legal or natural person who reasonabdyaeli@ certificate
issued by ZETES TSP
ZETES T®Rplicitly declines all liability towardielying Partiein all cases wher€ertificatesare usedbeyond
the limitation expressed ithis present CP8ndthe relevantCP and CRS the Certificate
9.2.2 Other assets
ZETES TSRall monitor on a regular basis that it maintains adequate resources to meet its obligations regarding
the provision and use of ItBETES T%#fering under this Certification Practice Statement and elsewheligsin
Agreemens.
9.2.3 Insurance or warranty covage for endentities
Zetes S.A. benefits from insurance coverage coveflBES TS¥ervicesfor public, product and professional
liabilities.
9.3 Confidentiality of business information

9.3.1 Scope of confidential information
Examples of confidential businessamhation include:
f GKS {dzoaONROSNRA O2yFARSY(GALFE AYyF2NNIGA2Y adzLILI A
that is published in the Certificate is NOT cdefitial.
T GKS {dzoaONAROGSNRAE 2N wSteAay3d t | NEES @ Quppdr sequasR Sy (i A
(other than any information that is published irZ&TES T®RuedCertificate)
1 the private key(s) of Certificates
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9.3.2 Information not within the scope of confidential information
For the avoidance of any doubt, the following infornaatis not considered as confidential:

1 the information published in ZETES TSP iss@sttificate
1 the revocation records of ertificate
9 this Certification Practice Statement

9.3.3 Responsibility to protect confidential information

ZETES TSP and Subscribkligations of Confidentialitgre described in thepplicableCertificates Terms and
Conditions.

ZETES TSP will keep confidential and not disclose the confidential information to any person save as expressly
permitted by law or foreseen in the Agreement.

ZETES TSP will protect the confidential information against unauthorised disclosure by using the same degree of
care as it takes to preserve and safeguard its own confidential information of a similar nature, being at least a
reasonable degree of care asHill in accordance with the statef-the-art.

Privacy of personal information

ZETES TSMerates within the boundaries of the Belgian Law of 8 December 1992 on Privacy Protection in
relation to the Processing of Personal Dakad conform the Law oll3 dine 2005 concerning the processing of
personal data and the protection of privacy in the electronic communications sector.

Without consent of the data subject or explicit authorization by law, personal data processed by the CSP will not
be used for other prposes.

For endentities certificates, see the applicable efdy G A 1@ Qa ¢SN¥Y& |yR / 2yRAGAZ2Y A
privacy plan.

9.4.1 Information treated as private

Refer to the intro texbf Section 9.4

9.4.2 Information not deemed private
Refer to the intratext of Section 9.4.

9.4.3 Responsibility to protect private information

Refer to the intro texbf Section 9.4.

9.4.4 Notice and consent to use private information

Refer to the intro texbf Section 9.4.

9.4.5 Disclosure pursuant to judicial or administrative process

Rder to the intro textof Section 9.4.

9.4.6 Other information disclosure circumstances

Refer to the intro texbf Section 9.4.
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Intellectual property rights

9.6

Any and all intellectual property rightsIBR (@including title, ownership rights, database rights, and any other
intellectual property rights) in ZETES TSP offering, and documentation or other materials developed or supplied
in connection with that offering, including any associated processes odarniyative works, are and will remain

the sole and exclusive property of Zetes or its licensors.

No rights are granted by ZETES TSP other than those expressly granted under this Certification Practice
Statement or elsewhere in thapplicableSubscriber Agement.

The IPR with regards to Zetes acting as CSP, are ruled applieableiCertificatest SNY'& YR / 2y RAGA 2

Representations and warranties

9.6.1 CA representations and warranties
Zetes S.A. acting as CSP issues X508mBatible Certificates (ISO 9584
ZETES TSP issues Certificates compliant with either ETSI TS 102 042 [4] or ETSI TS 101 456 requirements.

ZETES TSP guarantees that all the requirements set out in the agpl@Ralfand indicated in the Certificate in
accordance with Section @f the CP are complied with. It also assumes responsibility for ensuring such
compliance and providing these services in accordance witlappdicableCPS.

The sole guarantee providedyZetes S.A. acting as CSP is that its procedures are implemented in accordance
with the applicableCPS and the verification procedures then in effect, and that all Certificates issued with a CP
Object Identifier (OID) have been issued in accordance wvaighrélevant provisions of the applicable CP, the
verification procedures, and the CPS as applicable at the time of issuance. In addition other warranties may be
implied in the applicable CP definition by operation of law.

9.6.2 RA representations and warranties
See the applicableerfy 1 A i@ Qa ¢SNXYa&a |yR /2yYRAGAZ2Y A

9.6.3 Subscribeand Subjectepresentations and warranties
TheSubscribet 0 0 § LiiCartifidated Sdya +yR / 2yRAGAR2Yya¢

The Subscriber agrees to the CPS and to his/her relevant responsibilitiesjdghiliel obligations as provided in
the relevantsections of theapplicableCPS and CP.

9.6.4 Relying party representations and warranties
9EI YL S& 2F wSféAy3dI tIFNIASaAaQ 206fA3LidA2ya | yR NBaLRYaA
9 the successful performance of plic key operations as a pwndition for relying on a ZETES TSP
Certificate
91 the validation of a ZETES TSP Certificate by usirapgiieableCertificate Revocation Lists (CRLS)
1 the immediate termination of any reliance on a ZETES TSP Certificdtasfbeen revoked or when it
has expired

9.6.5 Representations and warranties of other participants

No additional stipulation.
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9.7 Disclaimers of warranties

Except as expressly provided elsewhere in the CPS, the applicable CP and in the applicable |fI&HEP
disclaims all warranties and obligations of any type, including any warranty of merchantability, any warranty of
fitness for aparticular purpose, and any warranty of accuracy of information provided (except that it came from
an authorised source), arfdrther disclaims any and all liability for negligence and lack of reasonable care on the
part of Subscribers and Relying Parties.

ZETES T@8Bes not warrant any software.

9.8 Limitations of liability

Exclusion of Certain Elements of Damages

Within the limit set by Belgian Law, in no event (except for fraud or wilful misconduc@EAES T3 liable
for:

1 Any loss of profits;

Any loss of data;

1 Any indirect, consequential or punitive damages arising from or in connection with the usesrgel
license, and performance or negerformance of certificates or digital signatures;

1 Any other damages.

=

9.9 Indemnities

ZetesTSRacting as CSP assumes no financial responsibility for improperly used Certificates, CRLS, etc

9.10 Term and termination

9.10.1 Term

This CPS and any amendments hereto shall become effectfter publication in the Repositonand in
accordance with section 9.12&hd shall remain in effect perpetually until terminated in accordance with this
Section 9.10.

9.10.2 Termination

Thisshall remain in force until it is amended or replaced by a new version in accordance with this Section 9.10.

9.10.3 Effect of termination and survival

The conditions and effect reging from termination of thisCPS will be communicated via tAETES TSkb site

upon termination. That communication will outline the provisions that may survive termination of this CPS and
remain in force. The responsibilities for protecting business confidential and private personal information shall
survive termination, and theerms and conditions for all existing Certificates shall remain valid for the remainder
of the validity periods of such Certificates.

9.11 Individual notices and communications with participants

All notices and other communications which may or are requirebetgiven, served or sent pursuant to the CPS

shall be in writing and shall be sent, except provided explicitly in the CPS, either by (i) registered mail, return
NEOSALIG NBIljdzSaGSRX Ll2adlk3aS LINBLI ARZ 0 A Aoarierlsafvicd, iiJi S NI/ |
hand delivery (iv) facsimile transmission, deemed received upon actual delivery or completed facsimile, or (v) an
advanced electronic signature based on a Certificate and a (secure) signature creation device ((S)SCD) and be
addressedo:

1.0 © 2016¢ Zetesc All Rights Reserved p.57



ZETES TSP ROOT CA
CERTIFICATION PRAETSTATEMENT

ZETES TSP PMA, Zetes S.A., Rue de Strasbourg 3, 1130 Bruxelles, Belgium, Fax +32 2 728 37 51.

9.12 Amendments

9.12.1 Procedure for amendment

ZETESSPacting asCSP is responsible via RslicyManagementAuthority (PMA)for approval and changes of
the present CPS.

The only changes that theMAmay make to these CPS specifications without notification are minor changes
that do not affect the assurance level of this CPS, e.g., editorial or typographical corrections, or changes to the
contact details.

Errors, pdates, or suggested changes to this document shall be communicated as identified in the present CPS
section1.5.4. Such communication must include a description of the change, a change justification, and contact
information of the person requesting thehange.

ThePMAshall accept, modify or reject the proposed change after completion of a review phase.

9.12.2 Notification mechanism and period

All changes to the present CPS under consideration byMAshall be disseminated to interested parties for a
period of minimum10 days. The date of issuance and the effective date are indicated on the title page of the
present CPS. The effective date will be at |@adys later than the date of publication.

9.12.3 Circumstances under which OID must be changed
Not applicable.

9.13 Dispute resolution provisions

All disputes associated with the present CPS will be resolved according to the Belgian laws.

9.14 Governing law

The Belgian laws shall govern the enforceability, tration, interpretation, and validity of the present CPS
(without giving effect to any conflict of law provision that would catleeapplication of other laws)

9.15 Compliance with applicable law

The present CPS and provision of CA certification serai@sompliant to relevant and applicable laws of
Belgium.

9.16 Miscellaneous provisions

9.16.1 Entire agreement

No stipulation.
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9.16.2 Assignment

No stipulation.

9.16.3 Severability

No stipulation.

9.16.4 Enforcement (attorneys' fees and waiver of rights)

No stipulation.

9.16.5 Force Majeure

No stipulation.

9.17 Other provisions

Not applicable.
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